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LAY OF THE LAND 





ORGANISED CRIME 
Background + Context 

World’s first encrypted 

wireless Communication 

network 

Real world innovation: 

Narco submarines 

8 tons on board minimum 
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NEXT 

GENERATION 

MALWARE 



PAY-PER-INSTALL 

Copyright : GroupIB 



MALWARE ASSURANCE 

Copyright : GroupIB 



BUSINESS INTELLIGENCE VALUE ADD 

Copyright : GroupIB 



THREAT ACTORS 

NATION STATES MOTIVATED  

BY PROFIT 

MOTIVATED  

BY CAUSE 
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THREE FORCES OF CYBER EFFECT (3FC) 

http://blog.cyberelders.org/2017/08/three-forces-of-cyber-effect.html 



LAY OF THE LAND 

http://www.thinkst.com 
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ATTACK SURFACE COMPLEXITY 

1991 - 10,239 lines of code 

2017 -  33,580,696  

LOC % bugs? 

20M lines of code 

https://www.openhub.net/p/linux 
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ATTACK SURFACE COMPLEXITY 



MEDICAL 

 



FILLING STATIONS 



DDOS & IOT 
DDOS & IOT 
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THERE IS HOPE… 



FOG OF WAR 



FOCUS AND A CHANGE IN THINKING 

• 80 / 20 / Reality 

• Bias 

• Advocatus Diaboli 

• 4ThIR Building blocks 

• Security as enabler 
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THANK YOU 

@kovelin 
 

http://blog.cyberelders.org 


