
Advances in Digital Forensics XIII 

 

Evaluating the authenticity of smartphone evidence 

 

Pieterse, Heloise 
Olivier, Marius 
Van Heerden, Renier P 
 
 
 

ABSTRACT: 
 
The widespread use and rich functionality of smartphones have made them 
valuable sources of digital evidence. Malicious individuals are becoming 
aware of the importance of digital evidence found on smartphones and may 
be interested in deploying anti-forensic techniques to alter evidence and 
thwart investigations. It is, therefore, important to establish the authenticity 
of smartphone evidence. This chapter focuses on digital evidence found on 
smartphones that has been created by smartphone applications and the 
techniques that can be used to establish the authenticity of the evidence. In 
order to establish the authenticity of the evidence, a better understanding of 
the normal or expected behavior of smartphone applications is required. This 
chapter introduces a new reference architecture for smartphone applications 
that models the components and the expected behavior of applications. 
Seven theories of normality are derived from the reference architecture that 
enable digital forensic professionals to evaluate the authenticity of 
smartphone evidence. An experiment conducted to examine the validity of 
the theories of normality indicates that the theories can assist forensic 
professionals in identifying authentic smartphone evidence. 

 


