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AďstƌaĐt: IŶ the ashes of Mooƌe’s Laǁ, ĐoŵpaŶies haǀe to aĐĐliŵatise to the ǀast iŶĐƌease of data floǁiŶg thƌough theiƌ 
Ŷetǁoƌks. Repoƌts oŶ iŶfoƌŵatioŶ ďƌeaĐhes aŶd haĐkeƌs ĐlaiŵiŶg ƌaŶsoŵ foƌ ĐoŵpaŶǇ data aƌe ƌaŵpaŶt. We liǀe iŶ a ǁoƌld 
ǁheƌe data ƌeƋuiƌeŵeŶts haǀe ďeĐoŵe dǇŶaŵiĐ, ǁheƌe thiŶgs aƌe ĐoŶstaŶtlǇ ĐhaŶgiŶg. The field of iŶtƌusioŶ deteĐtioŶ 
hoǁeǀeƌ haǀe Ŷot ĐhaŶged ŵuĐh, tƌaditioŶal deteĐtioŶ ŵethods aƌe still the Ŷoƌŵ foƌ ĐoŵŵeƌĐial pƌoduĐts pƌoŵotiŶg a 
ƌigid, ŵaŶual aŶd statiĐ deteĐtioŶ platfoƌŵ. IŶtƌusioŶ DeteĐtioŶ SǇsteŵs ;IDSͿ aŶalǇse Ŷetǁoƌk tƌaffiĐ to ideŶtifǇ suspiĐious 
patteƌŶs ǁith the iŶteŶtioŶ to Đoŵpƌoŵise the sǇsteŵ. PƌaĐtitioŶeƌs tƌaiŶ Đlassifieƌs to ĐlassifǇ the data ǁithiŶ diffeƌeŶt 
Đategoƌies e.g. ŵaliĐious oƌ Ŷoƌŵal Ŷetǁoƌk tƌaffiĐ. MaĐhiŶe leaƌŶiŶg has gƌeat poteŶtial ǁheŶ applied iŶ the iŶtƌusioŶ 
deteĐtioŶ doŵaiŶ: deĐisioŶ tƌees ;DTͿ, ƌaŶdoŵ foƌests ;RFͿ aŶd aŶt ĐoloŶǇ optiŵizatioŶ ;ACOͿ aƌe all populaƌ ƌeseaƌĐh topiĐs. 
This papeƌ foĐuses oŶ the ƌeĐeŶt adǀaŶĐes ǁithiŶ ŵaĐhiŶe leaƌŶiŶg, speĐifiĐallǇ the AŶt Tƌee MiŶeƌ ;ATMͿ Đlassifieƌ. The ATM 
Đlassifieƌ pƌoposed ďǇ Oteƌo, Fƌeitas & JohŶsoŶ ;ϮϬϭϮͿ ďuilds deĐisioŶ tƌees usiŶg aŶt ĐoloŶǇ optiŵizatioŶ iŶstead of 
tƌaditioŶal Cϰ.ϱ oƌ CART teĐhŶiƋues. Ouƌ eǆpeƌiŵeŶtal pƌoĐess eŶsuƌes ƌeliaďilitǇ, ĐoŵpaƌaďilitǇ aŶd ƌepƌoduĐiďilitǇ, ǁhiĐh 
aƌe laĐkiŶg iŶ soŵe pƌeǀious ƌeseaƌĐh ǁithiŶ the field. This appƌoaĐh is iŶteŶded to iŵpƌoǀe oŶ pƌeǀious studies ĐoŵďiŶiŶg 
ďoth doŵaiŶs. The ATM Đlassifieƌ has Ŷot ďeeŶ tested iŶ the iŶtƌusioŶ deteĐtioŶ doŵaiŶ.  
 
KeǇǁoƌds: aŶt tƌee ŵiŶeƌ, aŶt ĐoloŶǇ optiŵizatioŶ, deĐisioŶ tƌees, iŶtƌusioŶ deteĐtioŶ, sǁaƌŵ iŶtelligeŶĐe 

ϭ. IŶtƌoduĐtioŶ 
Keŵŵeƌeƌ aŶd VigŶa ;ϮϬϬϮͿ defiŶed iŶtƌusioŶ deteĐtioŶ ;IDͿ as the pƌoĐess of distiŶguishiŶg ďetǁeeŶ ŵaliĐious 
oƌ uŶauthoƌized Ŷetǁoƌk aĐtiǀities. As ŵisĐhieǀous aŶd ŵaleǀoleŶt aĐtiǀities ďeĐoŵe ŵoƌe adǀaŶĐed aŶd 
adaptaďle, iŶtƌusioŶ deteĐtioŶ teĐhŶiƋues aƌe ƌeƋuiƌed to peƌfoƌŵ ŵoƌe iŶtelligeŶtlǇ iŶ oƌdeƌ to oǀeƌĐoŵe 
aǀaŶt-gaƌde attaĐks ;Kuŵaƌ, ϮϬϬϳ; HoƋue et al., ϮϬϭϮ; Aghdaŵ & Kaďiƌi, ϮϬϭϲͿ. Coŵputeƌ eŶǀiƌoŶŵeŶts aƌe still 
ďeiŶg peŶetƌated aŶd the aŵouŶt of data haƌďouƌed aŶd tƌaŶspoƌted thƌoughout ĐoŵpaŶǇ Ŷetǁoƌks has ǀastlǇ 
iŶĐƌeased iŶ ƌeĐeŶt Ǉeaƌs. The data ďooŵ has left ĐoŵpaŶies ǁith sigŶifiĐaŶt ǀulŶeƌaďilities ǁaitiŶg to ďe 
eǆploited.  
 
Bilge aŶd Duŵitƌas ;ϮϬϭϮͿ peƌfoƌŵed aŶ eŵpiƌiĐal studǇ oŶ zeƌo-daǇs attaĐks, aŶd fouŶd that tǇpiĐal zeƌo-daǇ 
attaĐks last ϯϭϮ daǇs oŶ aǀeƌage. OŶĐe the ǀulŶeƌaďilitǇ is disĐlosed puďliĐlǇ, the Ŷuŵďeƌ of eǆploits iŶĐƌeases 
ďǇ a faĐtoƌ of fiǀe. IŶ additioŶ, as Buƌdette ;ϮϬϭϲͿ Ŷoted, ŵost suĐĐessful Đoƌpoƌate attaĐks aƌe oŶlǇ disĐoǀeƌed 
oŶ aǀeƌage afteƌ ϯϭϰ daǇs. Fƌei ;ϮϬϭϰͿ fƌoŵ FiƌeEǇe also suppoƌts this alaƌŵiŶg stateŵeŶt.  
 
The ƌeal Đƌuǆ ǁithiŶ the ĐǇďeƌseĐuƌitǇ field is deteĐtioŶ. It is diffiĐult to pƌeǀeŶt soŵethiŶg Ǉou aƌe uŶaǁaƌe of, 
aŶd ǁithout deteĐtioŶ, Ŷo ĐoŶtƌols ǁill ďe aďle to pƌopeƌlǇ satisfǇ the uŶdeƌlǇiŶg ƌisk. The deteĐtioŶ pƌoďleŵ 
lead to the oŶgoiŶg ƌeseaƌĐh iŶ iŶtƌusioŶ deteĐtioŶ usiŶg ŵaĐhiŶe leaƌŶiŶg teĐhŶiƋues suĐh as deĐisioŶ tƌees, 
ƌaŶdoŵ foƌests aŶd aŶt ĐoloŶǇ optiŵizatioŶ as ĐlassifiĐatioŶ teĐhŶiƋues to ĐlassifǇ iŶtƌusioŶ data.  
 
Despite ǀast aŵouŶts of ƌeseaƌĐh iŶ iŶtelligeŶt ID doŵaiŶs, feǁ studies haǀe fouŶd aŶ effeĐtiǀe solutioŶ 
;Soŵŵeƌ & PaǆsoŶ, ϮϬϭϬ; Mohaŵŵad, SulaiŵaŶ & Khalaf, ϮϬϭϭ; Lee et al., ϮϬϬϮͿ. IƌƌepƌoduĐiďle ƌesults aŶd 
uŶƌeliaďle ƌeseaƌĐh teĐhŶiƋues aƌe to ďlaŵe ;SeĐtioŶ ϰͿ. Hoǁeǀeƌ, it has ďeeŶ shoǁŶ that it is possiďle to Đƌeate 
iŶtelligeŶt ID ĐoŵpoŶeŶts. DeĐisioŶ tƌees aŶd ƌaŶdoŵ foƌests haǀe pƌoǀed to ďe aŵoŶg the ďest Đlassifieƌs to 
use foƌ iŶtƌusioŶ deteĐtioŶ ;AlďaǇati & IssaĐ, ϮϬϭϱͿ. AŶt ĐoloŶǇ optiŵizatioŶ, although uŶĐoŶǀeŶtioŶal ǁithiŶ 
iŶtƌusioŶ deteĐtioŶ, does haǀe sigŶifiĐaŶt ǀalue ǁheŶ used to solǀe optiŵizatioŶ pƌoďleŵs oƌ eǀeŶ to ĐlassifǇ 
data ;López-IďáŶez,Stützle & Doƌigo, ϮϬϭϱͿ.  
 
SeĐtioŶ Ϯ Đoǀeƌs ďaĐkgƌouŶd iŶfoƌŵatioŶ. IŶ SeĐtioŶ ϯ ĐoŶtaiŶs aŶ iŶtƌoduĐtioŶ to the AŶt Tƌee MiŶeƌ Classifieƌ, 
aŶd a desĐƌiptioŶ of the eǆpeƌiŵeŶtal setup is giǀeŶ iŶ SeĐtioŶ ϰ. Results aƌe disĐussed iŶ SeĐtioŶ ϱ, aŶd the 
ĐoŶĐlusioŶ aŶd a disĐussioŶ of futuƌe ƌeseaƌĐh aƌe giǀeŶ iŶ SeĐtioŶ ϲ. 
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Ϯ. BaĐkgƌouŶd iŶfoƌŵatioŶ   
IŶ this seĐtioŶ, ǁe disĐuss iŶtƌusioŶ deteĐtioŶ sǇsteŵs aŶd the diffeƌeŶt deteĐtioŶ ŵethodologies used iŶ oƌdeƌ 
to deteĐt ŵaliĐious data. The ďeŶefits aŶd iŵpleŵeŶtatioŶ of ŵaĐhiŶe leaƌŶiŶg teĐhŶiƋues folloǁ as ǁe look at 
populaƌ teĐhŶiƋues suĐh as deĐisioŶ tƌees aŶd aŶt ĐoloŶǇ optiŵizatioŶ iŶ the iŶtƌusioŶ doŵaiŶ. 

Ϯ.ϭ IŶtƌusioŶ deteĐtioŶ sǇsteŵs   
DiffeƌeŶt tǇpes of iŶtƌusioŶ deteĐtioŶ sǇsteŵs ;IDSͿ ĐaŶ ďe ideŶtified ďased oŶ hoǁ the sǇsteŵs opeƌate aŶd 
gatheƌ iŶfoƌŵatioŶ. IŶ oƌdeƌ to sift thƌough all the data aŶd ideŶtifǇ ŵaliĐious aĐtiǀities, a deteĐtioŶ ĐoŵpoŶeŶt 
is ƌeƋuiƌed. AŶ IDS ŵakes use of seǀeƌal ŵethodologies iŶ oƌdeƌ to deteĐt the ŵaliĐious data oƌ aŶoŵalies, aŶd 
the ŵost used deteĐtioŶ ŵethodologies aƌe sigŶatuƌe-ďased, aŶoŵalǇ-ďased deteĐtioŶ aŶd Ŷeǁeƌ hǇďƌid 
ŵethods ;SĐaƌfoŶe & Mell, ϮϬϬϳ; Modi et al., ϮϬϭϯͿ. 

Ϯ.Ϯ MaĐhiŶe leaƌŶiŶg ǁith iŶtƌusioŶ deteĐtioŶ 
Data ŵiŶiŶg, ĐoŵďiŶed ǁith ŵaĐhiŶe leaƌŶiŶg is defiŶed as pƌoĐessiŶg data to gaiŶ the iŵplied, pƌioƌ uŶkŶoǁŶ 
poteŶtial of useful iŶfoƌŵatioŶ ;Paƌihaƌ aŶd Tiǁaƌi, ϮϬϭϲͿ. The ďeŶefit of ŵaĐhiŶe leaƌŶiŶg iŶ ID is the aďilitǇ to 
ǁithdƌaǁ the ƌeƋuiƌed aŶd uŶkŶoǁŶ iŶfoƌŵatioŶ aŶd ƌegulaƌities fƌoŵ ŵassiǀe Ŷetǁoƌk data. If ŵaĐhiŶe 
leaƌŶiŶg teĐhŶiƋues ĐaŶ deteĐt patteƌŶs iŶ a set of data, it should also ďe aďle to deteĐt futuƌe iŶtƌusioŶs iŶ the 
saŵe data. Classifieƌs aƌe algoƌithŵs ǁhiĐh ƌeĐeiǀe laďelled data fƌoŵ tƌaiŶiŶg datasets, aligŶ it to pƌedefiŶed 
gƌoups defiŶed ďǇ theiƌ speĐifiĐ Ƌualities aŶd theŶ output a Đlassifieƌ that ĐaŶ pƌediĐt the ĐoƌƌeĐt Đlass to ǁhiĐh 
a Ŷeǁ iteŵ ďeloŶgs. ClassifiĐatioŶ of iŶtƌusioŶ data is a ŵatuƌe ƌeseaƌĐh aƌea aŶd seǀeƌal Đlassifieƌs haǀe had 
suĐĐess iŶ deteĐtiŶg iŶtƌusioŶs ;NguǇeŶ & Choi, ϮϬϬϴ; Tsai, Hsu, LiŶ et al., ϮϬϬϵͿ. The ŵaĐhiŶe leaƌŶiŶg doŵaiŶ 
is eǀolǀiŶg ŵoƌe ƌapidlǇ thaŶ that of ID, aŶd this Đƌeates aŶ uƌgeŶt Ŷeed to fiŶd iŵpƌoǀed teĐhŶiƋues ǁith the 
aďilitǇ to ĐlassifǇ iŶtƌusioŶ data. DeĐisioŶ Tƌees aƌe ƌegaƌded to ďe the ŵost ƌeliaďle aŶd aĐĐuƌate ŵethod 
iŵpleŵeŶted ǁithiŶ iŶtƌusioŶ data ;AlďaǇati & IssaĐ, ϮϬϭϱ; Taǀallaee et al., ϮϬϭϬͿ. DeĐisioŶ tƌees aƌe tƌee-like 
gƌaphs that ĐoŶsist of iŶteƌŶal Ŷodes that ƌepƌeseŶts a test of aŶ attƌiďute, ďƌaŶĐhes that deŶote the outĐoŵe 
of suĐh tests, aŶd leaf Ŷodes that outliŶe the laďel. The path folloǁed fƌoŵ the ƌoot Ŷode to the leaf iŶdiĐates 
the ƌules foƌ ĐlassifiĐatioŶ. The ŵaiŶ adǀaŶtage of DTs oǀeƌ otheƌ ĐlassifiĐatioŶ algoƌithŵs is that theǇ pƌoǀide a 
ƌiĐh set of ƌules that aƌe easǇ to uŶdeƌstaŶd aŶd ĐaŶ ďe iŶtegƌated ǁith ƌeal-tiŵe teĐhŶologies. SiŶgh aŶd NeŶe 
;ϮϬϭϯͿ Ŷoted that although DTs aƌe ǀeƌǇ aĐĐuƌate, theǇ aƌe ĐoŵputatioŶallǇ iŶteŶsiǀe. MaĐhiŶe leaƌŶiŶg 
eŶseŵďle ŵethods aƌe used to oďtaiŶ ďetteƌ pƌediĐtiǀe peƌfoƌŵaŶĐe that ǁould haǀe ďeeŶ iŵpossiďle ǁith aŶǇ 
ĐoŶstitueŶt leaƌŶiŶg ŵethod e.g. Cϰ.ϱ, tƌee leaƌŶeƌs, deĐisioŶ tƌee leaƌŶeƌs aŶd BaǇesiaŶ ŵethods ;DietteƌiĐh, 
ϮϬϬϬͿ. Figuƌe ϭ illustƌates a siŵple deĐisioŶ tƌee that Đlassifies iŶtƌusioŶ data. The pƌotoĐols TCP aŶd UDP 
ƌepƌeseŶt ďƌaŶĐhes of the ƌoot Ŷode ϭ. The tǁo ĐlassifiĐatioŶs, seƌƌoƌ_ƌate aŶd logged_iŶ, aƌe iŶteƌŶal Ŷodes. 
TCP pƌotoĐol ǁith a seƌƌoƌ_ƌate ǀalue oǀeƌ ϯ, ǁill tƌiggeƌ aŶ alaƌŵ. 

 
Figuƌe ϭ: DeĐisioŶ tƌee iŶtƌusioŶ ĐlassifiĐatioŶ eǆaŵple 

Rai et al., ;ϮϬϭϲͿ pƌoposed the ĐƌeatioŶ of a DT algoƌithŵ iŶ ǁhiĐh theǇ use theiƌ oǁŶ split algoƌithŵ foƌ 
iŵpleŵeŶtatioŶ ǁithiŶ ID. TesfahuŶ aŶd Bhaskaƌi ;ϮϬϭϯͿ used ƌaŶdoŵ foƌests as ǁell as theiƌ oǁŶ SǇŶthetiĐ 
MiŶoƌitǇ OǀeƌsaŵpliŶg TeĐhŶiƋue. ZhaŶg aŶd ZulkeƌŶiŶe ;ϮϬϬϱͿ applied RF foƌ ID aŶd iŵpƌoǀed peƌfoƌŵaŶĐe ďǇ 
ďuildiŶg a ďalaŶĐed dataset. Taǀallaee et al., ;ϮϬϬϵͿ applied DT, RF aŶd seǀeƌal of the ŵost populaƌ Đlassifieƌs iŶ 
theiƌ NSL-KDD dataset, pƌoǀidiŶg a ďaseliŶe ƌesult. 
 
Sǁaƌŵ iŶtelligeŶĐe atteŵpts to ƌepliĐate the Ŷatuƌe of sǁaƌŵs aŶd ĐoloŶies. AŶts theǇ leaǀe a ĐheŵiĐal 
suďstaŶĐe, pheƌoŵoŶe, to ŵaƌk a speĐifiĐ ƌoute. PheƌoŵoŶe eǀapoƌates sloǁlǇ oǀeƌ tiŵe. The stƌeŶgth of the 
pheƌoŵoŶe leǀel ǁill eǀapoƌate fasteƌ oŶ a loŶgeƌ path ďeĐause it takes loŶgeƌ to tƌaǀeƌse. Thus, shoƌteƌ paths 
aƌe ĐhoseŶ ŵoƌe ofteŶ, aŶd ďuild up higheƌ pheƌoŵoŶe leǀels thaŶ loŶgeƌ paths. Based oŶ this kŶoǁledge, ACO 
algoƌithŵs aƌe kŶoǁŶ foƌ solǀiŶg optiŵizatioŶ pƌoďleŵs aŶd ĐlusteƌiŶg data aŶd haǀe ďeeŶ paƌtiĐulaƌ suĐĐessful 
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ǁheŶ applied iŶ ďusiŶess, eŶgiŶeeƌiŶg aŶd sĐieŶĐe. The algoƌithŵ ďǇ Doƌigo aŶd Gaŵďaƌdella ;ϭϵϵϳͿ iŶtƌoduĐed 
a Ŷeǁ ǁaǇ of ĐlassifǇiŶg data usiŶg the Ŷatuƌe of aŶt ĐoloŶies. Raŵos aŶd Aďƌahaŵ ;ϮϬϬϱͿ iŶtƌoduĐed the 
ANTIDS, aŶ aŶt ĐoloŶǇ ďased ĐlusteƌiŶg teĐhŶiƋue to deteĐt iŶtƌusioŶs. TsaŶg aŶd KǁoŶg ;ϮϬϬϲͿ iŵpƌoǀed the 
aŶt ŵiŶiŶg Đlusteƌ algoƌithŵ aŶd applied it to the KDDϵϵ Cup dataset foƌ iŶtƌusioŶ deteĐtioŶ. Aghdaŵ aŶd Kaďiƌi 
;ϮϬϭϲͿ Đƌeated a featuƌe seleĐtioŶ pƌoĐess usiŶg ACO iŶ ID eǆhiďitiŶg ǀeƌǇ loǁ ĐoŵputatioŶal ĐoŵpleǆitǇ ǁheŶ 
usiŶg a siŵplified featuƌe set. A ƌeĐeŶt adǀaŶĐe, ĐoŵďiŶiŶg ACO aŶd DT, ďǇ Oteƌo, Fƌeitas & JohŶsoŶ ;ϮϬϭϮͿ 
iŶtƌoduĐed a Ŷeǁ ǁaǇ to ďuild DTs. Theiƌ iŶitial eǆpeƌiŵeŶts ǁith otheƌ ŵaĐhiŶe leaƌŶiŶg datasets shoǁed 
iŵpƌoǀeŵeŶt fƌoŵ the tƌaditioŶal teĐhŶiƋues used to ďuild DTs. 

ϯ. The aŶt tƌee ŵiŶeƌ Đlassifieƌ 
The uŶkŶoǁŶ speĐtƌuŵ of iŶduĐiŶg DT ǁith ACO algoƌithŵs has ďeeŶ a Ŷeǁ ƌeseaƌĐh topiĐ siŶĐe ϮϬϭϮ ;Oteƌo, 
Fƌeitas & JohŶsoŶ, ϮϬϭϮͿ.  The diǀide-aŶd-ĐoŶƋueƌ pƌiŶĐiple is used to iŶduĐe a DT: it iŶǀolǀes iteƌatiŶg fƌoŵ top-
doǁŶ, seleĐtiŶg the ďest attƌiďute to laďel aŶ iŶteƌŶal Ŷode of the tƌee. Hoǁeǀeƌ, this pƌoĐess ďeĐoŵes ŵoot as 
the appƌopƌiate attƌiďute has to ďe seleĐted ďased oŶ heuƌistiĐ eǀaluatioŶ. The ŵost populaƌ heuƌistiĐs foƌ 
seleĐtiŶg the attƌiďutes iŶ deĐisioŶ tƌees aƌe CART, IDϯ aŶd the ǁell-kŶoǁŶ Cϰ.ϱ algoƌithŵ ;BƌeiŵaŶ et al., ϭϵϴϰ; 
QuiŶlaŶ, ϭϵϴϲ aŶd ϭϵϵϯͿ. Oteƌo aŶd et al. ;ϮϬϭϮͿ pƌoposed a Ŷeǁ ŵethod to iŶduĐe DTs  the ŵethod folloǁs the 
tƌaditioŶal stƌuĐtuƌe of ACO. Figuƌe Ϯ shoǁs a high-leǀel oǀeƌǀieǁ of the ATM algoƌithŵ iŶ pseudo-Đode.  

IŶput: tƌaiŶiŶg saŵples, list of pƌediĐtoƌ featuƌes 
Output: ďest tƌee 
ϭ. IŶitialisePheƌoŵoŶes;Ϳ; 
Ϯ. CoŵputeHeuƌistiĐIŶfoƌŵatioŶ;Ϳ; 
ϯ. tƌeeGB ← eŵptǇ set; 
ϰ. ŵ ← Ϭ; 
ϱ. ǁhile ŵ < ŵaǆiŵuŵ iteƌatioŶs aŶd Ŷot CheĐkCoŶǀeƌgeŶĐe;Ϳ do 
ϲ.  tƌeeIB ← eŵptǇ set; 
ϳ.  foƌ Ŷ ← ϭ to ĐoloŶǇ size do 
ϴ.  tƌeeN ← CƌeateTƌee;Eǆaŵples, Attƌiďutes, − Ϳ; 
ϵ.  PƌuŶe;tƌeeNͿ; 
ϭϬ.  if Q;tƌeeNͿ > Q;tƌeeIBͿ theŶ 
ϭϭ.   tƌeeIB ← tƌeeN; 
ϭϮ.  eŶd if 
ϭϯ. eŶd foƌ 
ϭϰ.  UpdatePheƌoŵoŶes;tƌeeIBͿ; 
ϭϱ.  if Q;tƌeeIBͿ  >  Q;tƌeeGBͿ theŶ 
ϭϲ. tƌeeGB  ← tƌeeIB; 
ϭϳ.  eŶd if 
ϭϴ.  ŵ ← ŵ + ϭ; 
ϭϵ. eŶd ǁhile 
ϮϬ. ƌetuƌŶ tƌeeGB ; 
 

Figuƌe Ϯ: ATM pseudo Đode adopted fƌoŵ Oteƌo aŶd et al. ;ϮϬϭϮͿ 

The ATM Classifieƌ diffeƌs sigŶifiĐaŶtlǇ fƌoŵ the AŶt-MiŶeƌ algoƌithŵ ďǇ ďuildiŶg DTs iŶstead of ƌules. The ATM 
ŵethod of iŶduĐiŶg DTs has Ŷot pƌeǀiouslǇ ďeeŶ iŵpleŵeŶted ǁithiŶ ID. SeĐtioŶ ϰ outliŶes hoǁ DT ďased 
algoƌithŵs aƌe aŵoŶg the ďest to use ǁithiŶ ID. Oteƌo aŶd et al. ;ϮϬϭϮͿ eǆpeƌiŵeŶted ǁith the Ŷeǁ ATM Đlassifieƌ 
aŶd the ƌesults ĐoŶĐluded iŵpƌoǀed aĐĐuƌaĐǇ, peƌfoƌŵaŶĐe aŶd statistiĐallǇ sigŶifiĐaŶt diffeƌeŶĐes fƌoŵ otheƌ 
Đlassifieƌs. Hoǁeǀeƌ, the ƋuestioŶ still ďegs: Hoǁ ǁill the ATM Classifieƌ peƌfoƌŵ ǁheŶ iŵpleŵeŶted ǁithiŶ a 
Ŷeǁ doŵaiŶ ǁith ŵuĐh ŵoƌe Đoŵpleǆ data?  

ϰ. IŵpleŵeŶtatioŶ aŶd testiŶg 
ReseaƌĐh aŶd eǆpeƌiŵeŶtatioŶ ǁithiŶ the ĐoŵďiŶed iŶtƌusioŶ deteĐtioŶ aŶd ŵaĐhiŶe leaƌŶiŶg fields haǀe 
ƌeĐeiǀed a lot of ĐƌitiĐisŵ ;Taǀallaee et al., ϮϬϭϬ; Soŵŵeƌ & PaǆsoŶ, ϮϬϭϬͿ. PooƌlǇ desigŶed eǆpeƌiŵeŶts haǀe 
ďeeŶ to ďlaŵe foƌ disĐƌepaŶĐies iŶ suĐĐess ďetǁeeŶ ƌeseaƌĐh aƌeas aŶd pƌaĐtiĐal iŵpleŵeŶtatioŶs.  Pitfalls aƌe 
suŵŵaƌized ďeloǁ ;Taǀallaee et al., ϮϬϭϬ; Soŵŵeƌ & PaǆsoŶ, ϮϬϭϬͿ: 

No Đleaƌ iŶdiĐatioŶ of datasets used foƌ tƌaiŶiŶg aŶd test puƌposes 

Flaǁed datasets suĐh as KDDϵϵ used foƌ ŵaĐhiŶe leaƌŶiŶg  

No Đleaƌ iŶdiĐatioŶ of paƌaŵeteƌs used, ŵotiǀatioŶ foƌ theiƌ paƌaŵeteƌ seleĐtioŶ Ŷoƌ Ŷuŵďeƌ of siŵulatioŶ 
ƌuŶ duƌiŶg eǆpeƌiŵeŶts 

LaĐk of eǀaluatiŶg Đlassifieƌs ďased oŶ attaĐk tǇpe 
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Pooƌ eǀaluatioŶ teĐhŶiƋues - Ŷo ĐoŶsideƌatioŶ of peƌfoƌŵaŶĐe oƌ Đost oǀeƌheads 

The eǆpeƌiŵeŶt ĐǇĐle ;Figuƌe ϯͿ used to test the ATM Đlassifieƌ iŶ ID has ďeeŶ desigŶed iŶ oƌdeƌ to oǀeƌĐoŵe the 
liŵitatioŶs aŶd flaǁs iŶ pƌeǀious studies taƌgetiŶg the ĐoŵďiŶed doŵaiŶs.  

 
Figuƌe ϯ: EǆpeƌiŵeŶtal pƌoĐess 

ϰ.ϭ Datasets 
The NSL-KDD dataset ;Taǀallaee et al., ϮϬϬϵͿ iŵpƌoǀes upoŶ the populaƌ KDDϵϵ dataset. Due to the sigŶifiĐaŶt 
Ŷuŵďeƌ of iŵpƌoǀeŵeŶts, the NSL-KDD dataset ǁas seleĐted foƌ tƌaiŶiŶg aŶd testiŶg the ATM Đlassifieƌ. It is 
iŵpoƌtaŶt to ĐlassifǇ eaĐh segŵeŶt of the dataset used foƌ speĐifiĐ puƌposes: 

TƌaiŶiŶg dataset – Based oŶ the NSL-KDD ϮϬ% tƌaiŶiŶg dataset, used to tƌaiŶ the ATM Đlassifieƌ. 

ValidatioŶ dataset – Based oŶ the NSL-KDD ϮϬ% tƌaiŶiŶg dataset split iŶto tǁo paƌts, ϲϲ% tƌaiŶiŶg oŶlǇ aŶd 
ϯϰ% ǀalidatioŶ ;uŶseeŶͿ. The dataset ǁas used to ǀalidate the paƌaŵeteƌs foƌ the Đlassifieƌ. 

Test dataset – NSL-KDD Test Ϯϭ dataset ǁas used foƌ test puƌposes as it featuƌes uŶkŶoǁŶ attaĐks aŶd 
theƌefoƌe iŶĐƌeases ƌealisŵ. UŶlike otheƌ test datasets the TestϮϭ speĐifiĐallǇ eǆĐludes easǇ deteĐtaďle 
attaĐks aŶd theƌefoƌe ďouŶds the peƌfoƌŵaŶĐe to ϲϱ% ;Taǀallaee et al, ϮϬϬϵͿ. 

The datasets ǁeƌe also pƌe-pƌoĐessed ďǇ usiŶg featuƌe-ĐodiŶg; ĐategoƌiĐal featuƌe eŶĐodiŶg ǁas used to ĐhaŶge 
the Đategoƌies to ŶuŵeƌiĐ ǀalues, aŶd the ŶoŵiŶal fields ǁill theŶ ďe ƌepƌeseŶted iŶ ŶuŵeƌiĐ Đategoƌies iŶstead 
of teǆt. NoŵiŶal fields ƌepƌeseŶt ĐeƌtaiŶ Đlasses oƌ Đategoƌies e.g. TCP, ICMP oƌ UDP, hostŶaŵes, http, oƌ eĐho 
etĐ. Afteƌ the featuƌe-ĐodiŶg pƌoĐess, the dataset had the featuƌes as displaǇed iŶ Taďle ϭ. The datasets used iŶ 
this ƌeseaƌĐh aƌe aǀailaďle at http://githuď.Đoŵ/FƌaŶsHBotes/NSLKDD-Dataset. 
 
The NSL-KDD dataset ĐoŶtaiŶs the folloǁiŶg attaĐk Đlasses: 

IŶ Pƌoďe attaĐks the iŶtƌudeƌ sĐaŶ the sǇsteŵ foƌ ǀulŶeƌaďilities sĐopiŶg the Ŷetǁoƌk, haƌdǁaƌe aŶd 
softǁaƌe iŶ oƌdeƌ to ideŶtifǇ poteŶtial ǀulŶeƌaďilities to ďe eǆploited. 

Useƌ to Root ;UϮRͿ attaĐkeƌ tƌies to gaiŶ adŵiŶistƌatiǀe ;ƌootͿ aĐĐess to the sǇsteŵ ďǇ eǆploitiŶg 
ǀulŶeƌaďilities. 

Reŵote to LoĐal ;RϮLͿ attaĐkeƌ tƌies to oďtaiŶ loĐal aĐĐess aĐƌoss a Ŷetǁoƌk ĐoŶŶeĐtioŶ. 

DeŶial of SeƌǀiĐe ;DOSͿ attaĐks tƌies to iŶteƌƌupt aŶd Đƌipple seƌǀiĐes oŶ a host. 

The ĐlassifiĐatioŶ task ǁas oŶlǇ ďiŶaƌǇ: Ŷoƌŵal oƌ iŶtƌusiǀe.  EaĐh attaĐk Đlass ǁas split to eǀaluate the Đlassifieƌ 
peƌ attaĐk Đlass aŶd ďuild aŶ eŶseŵďle ŵodel. 

Taďle ϭ: Featuƌes ǁithiŶ NSL-KDD dataset 

# DesĐƌiptioŶ # DesĐƌiptioŶ # DesĐƌiptioŶ # DesĐƌiptioŶ 

ϭ DuƌatioŶ ϭϮ su_atteŵpted Ϯϯ sƌǀ_seƌƌoƌ_ƌate ϯϰ dst_host_sƌǀ_diff_host_ƌ
ate 

Ϯ sƌĐ_ďǇtes ϭϯ Ŷuŵ_ƌoot Ϯϰ ƌeƌƌoƌ_ƌate ϯϱ dst_host_seƌƌoƌ_ƌate 

ϯ dst_ďǇtes ϭϰ Ŷuŵ_file_Đƌeatio
Ŷs Ϯϱ sƌǀ_ƌeƌƌoƌ_ƌate ϯϲ dst_host_sƌǀ_seƌƌoƌ_ƌat

e 
ϰ LaŶd ϭϱ Ŷuŵ_shells Ϯϲ saŵe_sƌǀ_ƌate ϯϳ dst_host_ƌeƌƌoƌ_ƌate 
ϱ ǁƌoŶg_fƌagŵeŶt ϭϲ Ŷuŵ_aĐĐess_files Ϯϳ diff_sƌǀ_ƌate ϯϴ dst_host_sƌǀ_ƌeƌƌoƌ_ƌate 

ϲ UƌgeŶt ϭϳ Ŷuŵ_outďouŶd_Đ
ŵds Ϯϴ sƌǀ_diff_host_ƌate ϯϵ pƌotoĐol_tǇpe 

ϳ Hot ϭϴ is_host_logiŶ Ϯϵ dst_host_ĐouŶt ϰϬ seƌǀiĐe 
ϴ Ŷuŵ_failed_logiŶs ϭϵ is_guest_logiŶ ϯϬ dst_host_sƌǀ_ĐouŶt ϰϭ flag 

ϵ logged_iŶ ϮϬ CouŶt ϯϭ dst_host_saŵe_sƌǀ_ƌat
e 

ϭϬ Ŷuŵ_Đoŵpƌoŵised Ϯϭ sƌǀ_ĐouŶt ϯϮ dst_host_diff_sƌǀ_ƌate 
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# DesĐƌiptioŶ # DesĐƌiptioŶ # DesĐƌiptioŶ # DesĐƌiptioŶ 

ϭϭ ƌoot_shell ϮϮ seƌƌoƌ_ƌate ϯϯ dst_host_saŵe_sƌĐ_poƌ
t_ƌate 

ϰ.Ϯ Featuƌe seleĐtioŶ 
Featuƌe seleĐtioŶ eǆtƌaĐts statistiĐallǇ ƌeleǀaŶt featuƌes fƌoŵ the datasets. We used the iŶfoƌŵatioŶ gaiŶ aŶd 
ƌaŶkeƌ featuƌe seleĐtioŶ ŵethod. The iŶfoƌŵatioŶ gaiŶ eǀaluates the statistiĐal sigŶifiĐaŶĐe of eaĐh featuƌe 
ďased oŶ the ƌeduĐtioŶ of eŶtƌopǇ afteƌ a dataset is split at that featuƌe. The ƌaŶkeƌ ŵethod theŶ ƌaŶks ǁhiĐh 
featuƌes should ďe loǁ ƌaŶk oƌ high ƌaŶked aĐĐoƌdiŶg to the featuƌe seleĐted. IŶ ŵost Đases, all featuƌes ǁith 
less thaŶ ϭ% iŶfoƌŵatioŶ gaiŶ ǁeƌe ƌeŵoǀed fƌoŵ the featuƌe-seleĐted datasets. Taďle Ϯ suŵŵaƌises the 
featuƌes seleĐted foƌ eaĐh attaĐk tǇpe aŶd the full ϮϬ% tƌaiŶiŶg dataset. We used the WEKA toolkit ;Hall et al., 
ϮϬϬϵͿ. Afteƌ the ƌeleǀaŶt featuƌes foƌ eaĐh attaĐk tǇpe ǁeƌe estaďlished, the datasets ǁeƌe tƌiŵŵed to oŶlǇ 
iŶĐlude those highlighted duƌiŶg the featuƌe seleĐtioŶ pƌoĐess.   

Taďle Ϯ: Featuƌes seleĐted foƌ tƌaiŶiŶg ATM 

TƌaiŶiŶg Dataset Featuƌes SeleĐted 
Pƌoďe Ϯ, ϰϬ, ϯ, ϯϬ, ϯϰ, ϵ, ϯϯ, ϯϮ, ϯϭ, ϯϴ, ϯϳ, ϰϭ, Ϯϰ, Ϯϱ, Ϯϵ, ϯϵ, ϮϬ, Ϯϲ, Ϯϴ, Ϯϳ, Ϯϭ, ϮϮ, ϯϱ, ϭ, ϯϲ 
UϮR ϭϭ, ϰϬ, ϳ, ϯϬ, ϭϬ, Ϯϵ, ϭϰ, ϭ, ϯϯ, Ϯϭ, ϲ, ϭϯ, ϵ, ϰϭ, ϯϵ, ϭϵ, ϰ 
RϮL Ϯ, ϰϬ, ϯ, ϯϬ, ϳ, ϯϯ, ϯϰ, Ϯϭ, ϮϬ, Ϯϵ, ϭϵ, Ϯϴ, ϯϮ, ϯϵ, ϭ, ϯϲ, ϯϭ, ϰϭ, ϴ, ϵ, ϯϱ, Ϯϳ, ϭϭ, ϰ 
DOS Ϯ, Ϯϳ, Ϯϲ, ϰϭ, ϰϬ, ϯ, ϮϬ, ϯϲ, ϯϱ, ϯϭ, ϯϮ, ϮϮ, Ϯϯ, ϯϬ, ϵ, ϯϰ, Ϯϵ, ϯϯ, Ϯϭ, Ϯϴ, ϯϴ, ϯϵ, ϭ, ϯϳ, Ϯϰ, Ϯϱ 

ϮϬ% TƌaiŶiŶg Ϯ, ϰϬ, ϯ, ϰϭ, Ϯϳ, Ϯϲ, ϯϬ, ϯϭ, ϯϮ, ϯϱ, ϵ, ϯϲ, ϮϮ, ϮϬ, Ϯϯ, ϯϰ, Ϯϵ, ϯϯ, Ϯϴ, Ϯϭ, ϯϴ, ϯϵ, Ϯϰ, ϯϳ, Ϯϱ, ϭ 

ϰ.ϯ EǀaluatioŶ teĐhŶiƋues 
Tǁo teĐhŶiƋues, peƌfoƌŵaŶĐe ŵetƌiĐs ďased oŶ a ĐoŶfusioŶ ŵatƌiǆ aŶd a Đost eǀaluatioŶ takiŶg aĐĐouŶt seǀeƌal 
faĐtoƌs, ǁeƌe ĐhoseŶ to ǀalidate the Đlassifieƌ’s peƌfoƌŵaŶĐe. 

ϰ.ϯ.ϭ PeƌfoƌŵaŶĐe ŵetƌiĐs 

EaĐh eǀeŶt Đlassified ďǇ the Đlassifieƌ ĐaŶ haǀe fouƌ possiďle outĐoŵes as illustƌated iŶ the ĐoŶfusioŶ ŵatƌiǆ iŶ 
Taďle ϯ. Wu aŶd BaŶzhaf ;ϮϬϭϬͿ stated that the effeĐtiǀeŶess of aŶ IDS should ďe eǀaluated ďǇ theiƌ aďilitǇ to 
giǀe ĐoƌƌeĐt ĐlassifiĐatioŶs; theǇ iŶdiĐated ŵost kŶoǁŶ peƌfoƌŵaŶĐe ŵetƌiĐ as the DeteĐtioŶ Rate ;DRͿ ǁith the 
False Alaƌŵ Rate ;FARͿ, aŶd that IDSs should haǀe a high DR aŶd loǁ FAR. 

Taďle ϯ: CoŶfusioŶ ŵatƌiǆ ;TP=tƌue positiǀe, FN=false Ŷegatiǀe, FP=false positiǀe aŶd TN = tƌue ŶegatiǀeͿ 

AĐtual Class PƌediĐted Class 
AttaĐk Noƌŵal 

AttaĐk TP FN 
Noƌŵal FP TN 

OŶ its oǁŶ, the ĐoŶfusioŶ ŵatƌiǆ does Ŷot ƌeallǇ ƌepƌeseŶt aŶǇ usaďle ŵetƌiĐs to eǀaluate the IDS. Otheƌ 
iŵpoƌtaŶt ŵeasuƌes aƌe ;Wu & BaŶzhaf, ϮϬϭϬͿ: 
 

  ;ϭͿ 

  ;ϮͿ 

 ;ϯͿ 

  ;ϰͿ 

 ;ϱͿ 

 
The FAR ƌefeƌs to the Ŷuŵďeƌ of Ŷoƌŵal iŶstaŶĐes Đlassified as attaĐks, ǁheƌeas the eƌƌoƌ ƌate Ŷuŵeƌates the 
Ŷuŵďeƌ of iŶĐoƌƌeĐt pƌediĐtioŶs iŶ total. The F-ŵeasuƌe iŶdiĐates the aĐĐuƌaĐǇ of a test ďǇ ŶuŵeƌatiŶg a ďalaŶĐe 
ďetǁeeŶ the pƌeĐisioŶ aŶd ƌeĐall. It is useful ǁheŶ test datasets aƌe used, espeĐiallǇ ǁith uŶďalaŶĐed datasets. 
UŶďalaŶĐed datasets teŶd to haǀe a high aĐĐuƌaĐǇ aŶd a loǁ eƌƌoƌ ƌate ďut high FAR, ďǇ faǀouƌiŶg the ŵost 
ĐoŵŵoŶ Đlass ;WeŶg & PooŶ, ϮϬϬϴͿ. IŶ these Đases, the F-ŵeasuƌe is ĐoŶsideƌed to ďe supeƌioƌ. The aĐĐuƌaĐǇ 
ƌate is appƌeĐiated ǁheŶ tƌaiŶiŶg aŶd test data aƌe shaƌed ;Taǀallaee et al., ϮϬϭϬͿ. 
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ϰ.ϯ.Ϯ Cost eǀaluatioŶ 

AǆelssoŶ ;ϮϬϬϬͿ iteƌated the iŵpoƌtaŶĐe of ĐoŵputatioŶal ĐoŵpleǆitǇ iŶ ID, dƌaǁiŶg speĐifiĐ foĐus to the 
ƌesouƌĐes, stoƌage aŶd speĐifiĐallǇ tiŵe ;ĐaŶ it peƌfoƌŵ iŶ ƌeal-tiŵeͿ. Ouƌ aiŵ is to estaďlish ATM as a Đlassifieƌ 
foƌ ID, eitheƌ ƌeal-tiŵe oƌ offliŶe. The Đoƌe of ouƌ Đost aŶalǇsis is the ƌesult iŶ the tiŵe aŶd ĐoŵpleǆitǇ of the 
ĐoŶstƌuĐted DTs. The tiŵe iŶ seĐoŶds as a ĐoŵpaƌisoŶ ƌesult ŵaǇ ďe iƌƌeleǀaŶt due to diffeƌeŶt Đoŵputeƌ setups 
;Taǀallaee et al., ϮϬϭϬͿ. We aƌgue that tƌaŶspaƌeŶt desigŶ ŵotiǀates ƌepƌoduĐiďilitǇ foƌ use as aŶ eǀaluatioŶ 
teĐhŶiƋue. LiŶg, YaŶg, WaŶg, et al. ;ϮϬϬϰͿ eŵphasized that less leaf Ŷodes ƌesult iŶ ƌeduĐed Đost iŶ DTs. The tiŵe 
takeŶ to ĐoŶstƌuĐt the deĐisioŶ tƌee is also a ĐoŶsideƌatioŶ.  
 
The ƋualitǇ of the deĐisioŶ tƌee is ďased oŶ the ƌelatioŶship ďetǁeeŶ tƌaiŶiŶg eǆaŵples aŶd the eƌƌoƌ ƌate, iŶ 
ATM it iŶflueŶĐes the aŵouŶt of pheƌoŵoŶe ƌeƋuiƌed to pƌoduĐe the ŵodel ;Oteƌo et al., ϮϬϭϮͿ. A high ƋualitǇ 
tƌee uses ŵoƌe pheƌoŵoŶe. Ouƌ Đost sĐoƌe folloǁs ;loǁest sĐoƌe ƌepƌeseŶts ďest ĐostͿ: 
 

 ;ϲͿ 
ǁith LN = total Ŷuŵďeƌ of leaf Ŷodes ǁithiŶ the ŵodel, T = the tiŵe takeŶ to ďuild iŶ seĐoŶds, aŶd TQ = total tƌee ƋualitǇ foƌ 
the DT.  

ϰ.ϰ Classifieƌ iŶitializatioŶ 
The ŵaiŶ puƌpose this studǇ ǁas to eǆpeƌiŵeŶt ǁith the ATM Đlassifieƌ applied iŶ the ID doŵaiŶ. The jaǀa 
ďiŶaƌies ĐaŶ ďe oďtaiŶed fƌoŵ the pƌojeĐt ŵǇƌa githuď ƌepositoƌǇ ;Oteƌo, ϮϬϭϱͿ. VeƌsioŶ ϰ.ϭ of the AŶt Tƌee 
MiŶeƌ Đlassifieƌ ǁas used ǁith tuŶiŶg of the folloǁiŶg paƌaŵeteƌs: 

ColoŶǇ Size ;ĐsͿ - Ŷuŵďeƌ of aƌtifiĐial aŶts ǁithiŶ eaĐh ĐoloŶǇ 

Maǆ IteƌatioŶs ;ŵiͿ – iteƌates uŶtil a gloďal-ďest tƌee is fouŶd oƌ ŵi is ƌeaĐhed 

EǀapoƌatioŶ FaĐtoƌ ;efͿ - faĐtoƌ to ǁhiĐh pheƌoŵoŶe ǁill eǀapoƌate foƌ eaĐh eŶtƌǇ iŶ the pheƌoŵoŶe ŵatƌiǆ  

The optiŵal paƌaŵeteƌs foƌ the Đlassifieƌ aƌe ideŶtified ďǇ peƌfoƌŵiŶg a ǀalidatioŶ eǆpeƌiŵeŶt ĐǇĐle, usiŶg the 
ǀalidatioŶ datasets. IŶĐƌeasiŶg the paƌaŵeteƌs ǁill Ŷot iŵpƌoǀe peƌfoƌŵaŶĐe oƌ aĐĐuƌaĐǇ ŵuĐh as iŶdiĐated ďǇ 
Oteƌo et al. ;ϮϬϭϮͿ: a ĐoloŶǇ size of ϱ aŶd eǀapoƌatioŶ faĐtoƌ of Ϭ.ϵ peƌfoƌŵs slightlǇ ďetteƌ thaŶ otheƌ 
ĐoŵďiŶatioŶs, aŶd oŶ aǀeƌage ϮϬϬ iteƌatioŶs ǁeƌe peƌfoƌŵed uŶtil the Đlassifieƌ ĐoŶǀeƌges. Seǀeƌal ǀeƌsioŶs of 
the ATM ǁeƌe eǆpeƌiŵeŶted ǁith, eaĐh ǁith diffeƌeŶt settiŶgs iŶ aŶ atteŵpt to tuŶe the paƌaŵeteƌs. Taďle ϰ 
suŵŵaƌizes the paƌaŵeteƌs, aŶd Taďle ϱ shoǁs the ƌesults. EaĐh eǆpeƌiŵeŶt ǁas peƌfoƌŵed ϭϬ tiŵes aŶd the 
ƌesults aǀeƌaged foƌ aŶalǇsis. 

Taďle ϰ: ATM ǀalidatioŶ eǆpeƌiŵeŶt paƌaŵeteƌs 

Paƌaŵeteƌ ATM - df ATM – Đs ATM - ef ATM - ŵi ATM - op 
ColoŶǇ Size ϱ Ϯ ϱ ϱ Ϯ 

Maǆ IteƌatioŶs ϮϬϬ ϮϬϬ ϮϬϬ ϱϬ ϭϱϬ 
EǀapoƌatioŶ FaĐtoƌ Ϭ.ϵ Ϭ.ϵ Ϭ.ϯ Ϭ.ϵ Ϭ.ϵ 

Taďle ϱ: ATM ǀalidatioŶ eǆpeƌiŵeŶt ƌesults 

EǀaluatioŶ DF CS EF MI OP 

Eƌƌoƌ Rate Ϭ.ϱϬ% Ϭ.ϲϱ% Ϭ.ϰϴ% ϭ.ϲϯ% Ϭ.ϵϱ% 

AĐĐuƌaĐǇ ϵϵ.ϱϬ% ϵϵ.ϯϱ% ϵϵ.ϱϮ% ϵϴ.ϯϳ% ϵϵ.Ϭϱ% 

DR ϵϵ.ϳϱ% ϵϵ.ϲϬ% ϵϵ.ϳϮ% ϵϴ.ϳϲ% ϵϵ.ϯϲ% 

FAR Ϭ.ϬϬϳϴϵ Ϭ.ϬϬϵϯϵ Ϭ.ϬϬϳϭϰ Ϭ.ϬϮϬϳϰ Ϭ.ϬϭϯϭϮ 

Tƌee QualitǇ ϵϵ.Ϯϰ% ϵϵ.ϭϯ% ϵϵ.ϭϯ% ϵϴ.ϭϭ% ϵϴ.ϴϮ% 

Leaf Nodes ϭϵϳ.ϰϬ ϭϲϱ.ϬϬ Ϯϭϱ.ϭϬ ϭϭϱ.ϳϬ ϭϯϬ.ϰϬ 

RuŶtiŵe ;sͿ Ϯϵϱ.Ϭϴ ϵϴ.ϰϲ ϰϴϵ.ϵϴ ϲϱ.Ϭϱ ϳϲ.ϵϵ 

F-ŵeasuƌe ϭ.ϬϬ Ϭ.ϵϵ ϭ.ϬϬ Ϭ.ϵϴ Ϭ.ϵϵ 

Cost ϭϰϳϳ.Ϯϭ ϰϭϵ.ϲϬ ϮϮϬϬ.ϵϳ ϭϭϴ.ϯϯ ϮϯϬ.ϰϭ 

ATM – DF desigŶates the default paƌaŵeteƌs foƌ the ATM Đlassifieƌ as seleĐted ďǇ Oteƌo et al. ;ϮϬϭϮͿ.  
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The ATM – op ǀeƌsioŶ ǁas ĐoŶsideƌed the optiŵal paƌaŵeteƌ ďased oŶ the ƌesults. The ƌesults ƌeǀealed that 
ƌeduĐiŶg the ĐoloŶǇ size ǀastlǇ ƌeduĐes the Đlassifieƌ Đost ǁhile oŶlǇ slightlǇ affeĐtiŶg aĐĐuƌaĐǇ. ReduĐiŶg the 
ĐoloŶǇ size faǀoƌs the ƌeduĐtioŶ of leaf Ŷodes. The ƌesults ĐoŶtƌadiĐt eǀaluatioŶs ďǇ Raŵi aŶd PaŶĐhal ;ϮϬϭϮͿ 
ǁho shoǁed aŶ iŶĐƌease iŶ the ĐoloŶǇ size deĐƌeased the aĐĐuƌaĐǇ. DeĐƌeasiŶg the eǀapoƌatioŶ faĐtoƌ ďuilds 
ŵoƌe aĐĐuƌate Đlassifieƌs, ďut does Ŷot ǁaƌƌaŶt the sigŶifiĐaŶt iŶĐƌease iŶ Đost, as this iŶĐƌeases the aŵouŶt of 
pheƌoŵoŶe used. WheŶ the ŵaǆiŵuŵ iteƌatioŶs aƌe deĐƌeased, the aĐĐuƌaĐǇ slightlǇ deĐliŶes, hoǁeǀeƌ ǁith 
eǆĐeptioŶal ƌeduĐtioŶ iŶ Đost, the paƌaŵeteƌ ǁill iŶflueŶĐe the ƌuŶtiŵe sigŶifiĐaŶtlǇ. Hoǁeǀeƌ, Raŵi aŶd PaŶĐhal 
;ϮϬϭϮͿ Ŷoted the aĐĐuƌaĐǇ deĐƌeased usiŶg the ATM Đlassifieƌ ǁheŶeǀeƌ the Ŷuŵďeƌ of iteƌatioŶs ƌeaĐhed ϭϬϬϬ, 
thus suppoƌtiŶg the seaƌĐh foƌ optiŵal paƌaŵeteƌs ďased oŶ loǁeƌiŶg the ǀalues. 

ϰ.ϱ EǆpeƌiŵeŶt setup 
Taǀallaee et al. ;ϮϬϭϬͿ highlighted the ĐoŶĐeƌŶs aŶd uŶƌeliaďilitǇ of eǀaluatiŶg Đlassifieƌs ǁithout uŶseeŶ data. 
With the eǆpeƌiŵeŶt ƌuŶ tǁo ĐǇĐles ǁheƌe peƌfoƌŵed. The fiƌst ĐǇĐle foĐus oŶ the Đlassifieƌ’s aďilitǇ to ĐlassifǇ 
the full NSL-KDD dataset, ǁheƌeas the TƌaiŶ ϮϬ% aŶd TestϮϭ dataset ǁeƌe used.  
 
The seĐoŶd ĐǇĐles digs deepeƌ, peekiŶg iŶto the Đlassifieƌ’s aďilitǇ to deteĐt eaĐh attaĐk oŶ its oǁŶ.  EaĐh 
eǆpeƌiŵeŶt ĐǇĐle ǁas peƌfoƌŵed ϭϬ tiŵes aŶd the ƌesults aǀeƌaged foƌ aŶalǇsis. The eǆpeƌiŵeŶts ǁeƌe 
peƌfoƌŵed oŶ a LeŶoǀo Ideapad ϱϭϬs, WiŶdoǁs ϭϬ, aŶ IŶtel Coƌe iϱ-ϲϮϬϬU pƌoĐessoƌ aŶd ϴGB DDRϰ ƌaŵ.  

ϱ. Results aŶd disĐussioŶ 
Ouƌ ƌesults aƌe sĐƌutiŶized peƌ eǆpeƌiŵeŶt ĐǇĐle peƌfoƌŵed. We haǀe highlighted the sigŶifiĐaŶĐe of ĐoŶduĐtiŶg 
ƌeliaďle, ƌepƌoduĐiďle aŶd tƌaŶspaƌeŶt ƌeseaƌĐh. Seǀeƌal studies oŶ Đlassifieƌs iŶ ID pƌoŵise deteĐtioŶ aŶd 
aĐĐuƌaĐǇ ƌates of oǀeƌ ϵϵ%, ďut this Ŷeeds to ďe ĐoŶsideƌed iŶ the ĐoŶteǆt of hoǁ the eǆpeƌiŵeŶts ǁeƌe 
peƌfoƌŵed. Without applǇiŶg the ďasiĐ pƌiŶĐiples these studies haǀe ďeĐoŵe alŵost iŵpossiďle to ƌepliĐate oƌ 
Đoŵpaƌe. Theƌe is a defiŶitiǀe issue ǁithiŶ the Đƌoss doŵaiŶ ƌeseaƌĐh aƌeas to pƌoǀide Đoŵpaƌaďle ƌesults, aŶd 
this stateŵeŶt is suppoƌted ďǇ Taǀallaee et al. ;ϮϬϭϬͿ aŶd Soŵŵeƌ & PaǆsoŶ ;ϮϬϭϬͿ. Whilst ĐƌeatiŶg the NSL-
KDD dataset Taǀallaee et al. ;ϮϬϬϵͿ also eǆpeƌiŵeŶted ǁith seǀeƌal Đlassifieƌs oŶ theiƌ TestϮϭ dataset. We ĐaŶ 
Đoŵpaƌe the TestϮϭ ƌesults ǁith the FULL aŶd FULLFS ƌesults oďtaiŶed: iŶ the ƌesults fƌoŵ the ǀalidatioŶ aŶd 
test ĐǇĐles, the high aĐĐuƌaĐǇ ƌates aƌe sigŶifiĐaŶtlǇ ƌeduĐed, as the TestϮϭ dataset iŶĐludes haƌd to deteĐt 
attaĐks ;Taǀallaee et al., ϮϬϬϵͿ. This eǆplaiŶs the sigŶifiĐaŶt dƌop iŶ aĐĐuƌaĐǇ aĐƌoss the ďoaƌd.  
 
Cases ǁheƌe Đƌoss-ǀalidatioŶ oƌ the split of a tƌaiŶiŶg dataset ;as ǁith the ǀalidatioŶ datasetͿ aƌe Ŷot Đoŵpaƌaďle 
due to the seleĐtioŶ pƌoĐess iŶǀolǀiŶg aŶ esseŶĐe of ƌaŶdoŵŶess ǁheŶ the test datasets ǁeƌe Đƌeated. Taďle ϲ 
suŵŵaƌises the ƌesults oďtaiŶed fƌoŵ the eǆpeƌiŵeŶts ƌuŶ usiŶg the ATM – op ǀeƌsioŶ ;FS deŶotes the featuƌe 
seleĐted eǆpeƌiŵeŶts peƌfoƌŵed; ATMa Peƌ AttaĐk ƌepƌeseŶts the ƌesults fƌoŵ tƌaiŶiŶg the ATM peƌ attaĐk tǇpe 
aŶd theŶ ĐoŵďiŶiŶg eaĐh pƌediĐtioŶ ŵodel, tƌee ƋualitǇ aŶd leaf Ŷodes aƌe aǀeƌagedͿ. 

Taďle ϲ: ATM ƌesults oŶ NSL-KDD TestϮϭ dataset 

EǀaluatioŶ FULL FULL 
FS 

DOS DOS 
FS 

Pƌoďe Pƌoďe 
FS 

RϮL RϮL 
FS 

UϮR UϮR 
FS 

ATMa 
Peƌ 

AttaĐk 
Eƌƌoƌ Rate ;%Ϳ ϯϵ.ϳϮ ϯϵ.Ϭϲ Ϯϰ.ϵϵ Ϯϰ.ϴϵ Ϯϭ.ϵϵ ϮϮ.ϲϯ ϱϮ.ϭϬ ϱϭ.ϱϲ ϳ.ϵϵ ϴ.ϯϭ ϯϱ.ϭϱ 
AĐĐuƌaĐǇ ;%Ϳ ϲϬ.Ϯϴ ϲϬ.ϵϰ ϳϱ.Ϭϭ ϳϱ.ϭϭ ϳϴ.Ϭϭ ϳϳ.ϯϳ ϰϳ.ϵϬ ϰϴ.ϰϰ ϵϮ.Ϭ

ϭ 
ϵϭ.ϲ

ϵ ϲϰ.ϴϱ 

DR ;%Ϳ ϴϰ.ϵϰ ϴϰ.ϭϭ ϵϯ.ϰϬ ϵϭ.ϳϭ ϴϴ.ϳϵ ϵϬ.Ϯϰ ϵϴ.ϮϮ ϵϴ.ϭϳ ϵϵ.ϴ
ϲ 

ϵϵ.ϴ
ϴ ϱϳ.Ϭϱ 

FAR ;%Ϳ ϰϱ ϰϰ ϯϰ ϯϯ ϯϮ ϯϰ ϵϭ ϵϬ ϵϮ ϵϲ Ϭ 
Tƌee QualitǇ 

;%Ϳ ϵϴ.ϵϭ ϵϵ.ϬϬ ϵϵ.ϳϮ ϵϵ.ϲϵ ϵϵ.ϯϵ ϵϵ.ϰϮ ϵϵ.ϱϱ ϵϵ.ϱϲ ϵϵ.ϵ
ϭ 

ϵϵ.ϵ
ϭ ϵϵ.ϲϰ 

Leaf Nodes ϮϬϳ.ϭ
Ϭ 

ϭϱϴ.Ϯ
Ϭ ϴϯ.ϭϬ ϵϲ.ϮϬ ϲϯ.ϱϬ ϭϬϳ.ϰ

Ϭ ϯϱ.ϮϬ Ϯϴ.ϮϬ ϯ.ϬϬ ϯ.ϱϬ ϰϲ.Ϯ 

RuŶtiŵe ;sͿ Ϯϰϭ.ϰ
ϲ 

Ϯϯϵ.Ϭ
ϵ ϭϱϳ.ϴϵ ϭϯϰ.Ϯϳ ϲϭ.ϰϱ ϱϵ.ϳϱ ϮϬ.ϭϬ ϮϬ.ϯϱ Ϯ.Ϭϰ ϭ.ϳϰ Ϯϰϭ.ϰϴ 

F-ŵeasuƌe Ϭ.ϰϰ Ϭ.ϰϰ Ϭ.ϳϭ Ϭ.ϳϭ Ϭ.ϳϵ Ϭ.ϳϵ Ϭ.ϲϮ Ϭ.ϲϯ Ϭ.ϵϲ Ϭ.ϵϲ Ϭ.ϳϯ 
Cost ϴϱϮ.ϲ

ϳ 
ϴϳϱ.ϳ

ϯ 
ϭϴϭϵ.ϰ

ϭ 
ϭϰϭϵ.ϰ

ϲ 
ϯϬϯ.ϯ

ϰ 
ϯϰϳ.ϱ

Ϯ 
ϭϭϰ.ϱ

ϭ 
ϭϭϬ.ϲ

ϱ 
ϭϳ.ϲ

ϵ 
ϭϳ.Ϯ

ϵ 
ϭϴϲϭ.Ϭ

ϭ 
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ϱ.ϭ KDD NSL-TestϮϭ full disĐussioŶ 
Taďle ϳ outliŶes the ƌesults of Taǀallaee et al. ;ϮϬϬϵͿ, eǀaluatiŶg seǀeƌal ŵaĐhiŶe leaƌŶiŶg Đlassifieƌs oŶ theiƌ 
TestϮϭ dataset. The Jϰϴ DT eŵploǇs the Cϰ.ϱ split. IŶtuitiǀelǇ, RF aŶd NB Tƌee ĐaŶ all ďe ƌegaƌded as eŶseŵďle 
ŵethods i.e. a ĐoŵďiŶatioŶ of Đlassifieƌs oƌ pƌediĐtioŶ ŵodels aŶd ŵaƌked * iŶ Taďle ϳ. The ATM is hoǁeǀeƌ, Ŷot 
tƌulǇ aŶ eŶseŵďle Đlassifieƌ, aŶd ĐoŵpaƌisoŶs should ďe doŶe ǁith Ŷoǀel algoƌithŵs suĐh as Jϰϴ, RaŶdoŵ Tƌee, 
SVM aŶd M-LaǇeƌ PeƌĐeptƌoŶ. The ATMa ǁhiĐh ĐoŵďiŶes pƌediĐtioŶ ŵodels ĐaŶ ďe ĐoŶsideƌed aŶ eŶseŵďle 
Đlassifieƌ aŶd Đoŵpaƌed ǁith otheƌ eŶseŵďle Đlassifieƌs suĐh as ƌaŶdoŵ foƌests oƌ NB tƌee. 

Taďle ϳ: AĐĐuƌaĐǇ of seǀeƌal Đlassifieƌs oŶ TestϮϭ dataset 

Classifieƌ AĐĐuƌaĐǇ ;%Ϳ 
SVM ϰϮ.Ϯϵ 

NB Tƌee* ϲϲ.ϭϲ 
RaŶdoŵ foƌest * ϲϯ.Ϯϲ 

M-LaǇeƌ PeƌĐeptƌoŶ ϱϳ.ϯϰ 
RaŶdoŵ Tƌee ϱϴ.ϱϭ 

Jϰϴ ;DTͿ ϲϯ.ϵϳ 
ATM ϲϬ.ϵϰ 

ATMa* ϲϰ.ϴϱ 

With feǁ appliĐaďle ƌesults to Đoŵpaƌe ǁith the ATM’s peƌfoƌŵaŶĐe, the Đlassifieƌ oďtaiŶed ŵoƌe thaŶ 
satisfaĐtoƌǇ ƌesults iŶ ĐlassifǇiŶg all attaĐks, ĐoŶsideƌiŶg oŶlǇ the aĐĐuƌaĐǇ. EǆĐludiŶg the eŶseŵďle Đlassifieƌs, 
the ATM oďtaiŶs ƌesults oŶlǇ ϯ% loǁeƌ thaŶ the tƌaditioŶal DT Đlassifieƌ aŶd ŵakes a ǀeƌǇ stƌoŶg Đase as aŶ 
iŶtƌusioŶ Đlassifieƌ ďǇ outpeƌfoƌŵiŶg seǀeƌal otheƌ Đlassifieƌs. Oǀeƌall, the Ŷoǀel ATM ƌaŶks ϰth ǁheŶ Đoŵpaƌed 
to otheƌ Ŷoǀel aŶd eŶseŵďle Đlassifieƌs. Hoǁeǀeƌ, ǁheŶ ǁe eŶseŵďle the ĐlassifiĐatioŶ ŵodels ďuild fƌoŵ 
tƌaiŶiŶg eaĐh attaĐk tǇpe, the Đlassifieƌ sĐoƌes ϲϱ% aĐĐuƌaĐǇ. The eŶseŵďle ƌesult is deŶoted as ATMa iŶ Taďle ϲ 
aŶd ϳ. ATMa outpeƌfoƌŵs ŵost Đlassifieƌs aŶd highlights ǀast poteŶtial foƌ iŵpƌoǀiŶg the ATM Đlassifieƌ ďǇ ŵeaŶs 
of eŶseŵďle teĐhŶiƋues. The appƌoaĐh is siŵilaƌ to ďaggiŶg, hoǁeǀeƌ iŶstead of ƌaŶdoŵlǇ saŵpliŶg the dataset, 
the ATMa Đlassifies data ďased oŶ the pƌediĐtioŶ ŵodels ďuilt fƌoŵ eaĐh attaĐk tǇpe. The iŵpƌoǀeŵeŶt iŶ 
aĐĐuƌaĐǇ Đoŵes at a Đost due to the high tƌee ƋualitǇ aŶd ƌuŶtiŵe. BǇ eŶseŵďliŶg the ATM the FAR ƌate is 
ƌeduĐed to Ϭ%, the loǁ deteĐtioŶ ƌate of ϱϳ% ƌaises aŶotheƌ poteŶtial aƌea foƌ iŵpƌoǀeŵeŶt. WheŶ Đoŵpaƌed 
ǁith the FULL ƌesults oďtaiŶed the ATMa ĐaŶ ďe ĐoŶsideƌed a ďetteƌ ID Đlassifieƌ.  

ϱ.Ϯ Results peƌ attaĐk tǇpe  
BǇ splittiŶg the datasets peƌ attaĐk tǇpe, the ATM faĐed a highlǇ uŶďalaŶĐed dataset; this is suppoƌted ďǇ the 
ƌesults ǁheŶ ĐoŶsideƌiŶg loǁ eƌƌoƌ ƌates aŶd high false alaƌŵ ƌates. RegƌettaďlǇ, Đoŵpaƌatiǀe ƌesults split peƌ 
attaĐk tǇpe, usiŶg the saŵe tƌaiŶiŶg aŶd test dataset, aƌe sĐaƌĐe. The ATM oďtaiŶed the ďest aĐĐuƌaĐǇ ǁheŶ 
ĐlassifǇiŶg UϮR attaĐks ;ϵϮ.Ϭϭ% aĐĐuƌaĐǇͿ, ǁith the highlǇ uŶďalaŶĐed dataset the F-ŵeasuƌe of Ϭ.ϵϲ Đould ďe 
ĐoŶsideƌed a ǀeƌǇ good ƌesult. This is ǀeƌǇ sigŶifiĐaŶt siŶĐe UϮR attaĐks aƌe ĐoŶsideƌed to ďe eǆĐeptioŶallǇ 
daŶgeƌous. Reǀathi aŶd Malathi ;ϮϬϭϰͿ eǆpeƌiŵeŶted ǁith deteĐtiŶg UϮR attaĐks usiŶg the NSL-KDD dataset, 
aŶd theiƌ Multi-laǇeƌ peƌĐeptƌoŶ oďtaiŶed the highest ƌesult ǁith ϴϴ.ϰϲ% aĐĐuƌaĐǇ. TheǇ hoǁeǀeƌ failed to 
ŵeŶtioŶ ǁhiĐh tƌaiŶiŶg aŶd test datasets ǁeƌe used. The ATM’s aďilitǇ to deteĐt DOS aŶd Pƌoďe attaĐks Đould 
ďe ĐoŶsideƌed faǀouƌaďle, as this iŶĐludes the loǁest peƌĐeŶtage of FAR ǁith high DR oǀeƌ ϵϬ%. The aĐĐuƌaĐǇ of 
ϳϴ% ĐaŶ also ďe ĐoŶsideƌed to ďe good. It is iŵpoƌtaŶt to keep iŶ ŵiŶd that the TestϮϭ dataset oŶlǇ iŶĐludes 
attaĐks that aƌe haƌd to deteĐt. NouƌeldieŶ aŶd Yousif ;ϮϬϭϲͿ eǀaluated the aĐĐuƌaĐǇ of ǀaƌious ŵaĐhiŶe leaƌŶiŶg 
teĐhŶiƋues to deteĐt DOS attaĐks, usiŶg the TƌaiŶϮϬ% aŶd TestϮϭ NSL-KDD datasets. The ATM Đlassifieƌ 
outpeƌfoƌŵs the Jϰϴ DT Đlassifieƌ iŶ deteĐtiŶg DOS attaĐks, ďǇ ϯ%. IŶ geŶeƌal, ǁe Ŷote the ATM Đlassifieƌ 
peƌfoƌŵs ďetteƌ ǁheŶ split ďetǁeeŶ eaĐh attaĐk tǇpe thaŶ tasked ǁith deteĐtiŶg all tǇpes of attaĐks. 

ϲ. CoŶĐlusioŶ aŶd futuƌe ƌeseaƌĐh poteŶtial 
IŶ this papeƌ, the ATM Đlassifieƌ has ďeeŶ suĐĐessfullǇ iŵpleŵeŶted iŶ the ID doŵaiŶ. The ƌesults oďtaiŶed aƌe 
satisfaĐtoƌǇ aŶd aŵoŶg the top peƌĐeŶtile ǁheŶ Đoŵpaƌed ǁith seǀeƌal otheƌ ĐlassifiĐatioŶ teĐhŶiƋues. The 
ƌesults ƌeǀealed ďǇ tƌaiŶiŶg the Đlassifieƌ peƌ attaĐk tǇpe aŶd theŶ eŶseŵďle the iŶdiǀidual ĐlassifiĐatioŶ ŵodels, 
outpeƌfoƌŵs ŵost Đlassifieƌs ǁheŶ Đoŵpaƌed ǁith ƌesult oďtaiŶed ďǇ Taǀallaee et al. ;ϮϬϬϵͿ. Ouƌ eŶseŵďle 
ATMa ǁas aďle to ĐlassifǇ attaĐks ǁith ϲϱ% aĐĐuƌaĐǇ, ǁith a FAR ƌate of Ϭ%. This shoǁs ǀast poteŶtial foƌ 
iŵpleŵeŶtiŶg eŶseŵďle teĐhŶiƋues ǁith the ATM Đlassifieƌ. This studǇ also suppoƌts the faĐt that DT ďased 
Đlassifieƌs aƌe still aŵoŶg the ďest to use iŶ ID. The use of a Ŷeǁ Đost ŵetƌiĐ to aŶalǇze the ATM Đlassifieƌ alloǁs 
a ďaseliŶe foƌ fuƌtheƌ eǆpeƌiŵeŶts, espeĐiallǇ iŵpƌoǀed ǀeƌsioŶs of the Đlassifieƌ. The Đost foƌŵula is speĐifiĐallǇ 
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tailoƌed to the ATM Đlassifieƌ aŶd has shoǁŶ usefulŶess ǁheŶ peƌfoƌŵiŶg ǀalidatioŶ eǆpeƌiŵeŶts. The 
ĐoŶtƌadiĐtiŶg ƌesults fouŶd iŶ eǀaluatiŶg the paƌaŵeteƌs highlights a Ŷeed foƌ fuƌtheƌ iŶǀestigatioŶ, speĐifiĐallǇ 
iŶĐludiŶg soŵe affiŶitǇ to the Đosts. The high ƋualitǇ pƌoĐesses ǁith ƌegaƌds to ĐoŵpaƌaďilitǇ, tƌaŶspaƌeŶĐǇ aŶd 
ƌepƌoduĐiďilitǇ ǁithiŶ the eǆpeƌiŵeŶts iŶstaŶtlǇ ǀaŶƋuishes the ĐuƌƌeŶt aĐadeŵiĐ issues fouŶd iŶ siŵilaƌ 
ƌeseaƌĐh. EǀeŶ though the ATM Đlassifieƌ shoǁs faǀoƌaďle ƌesults, fƌoŵ aŶ iŶtƌusioŶ deteĐtioŶ peƌspeĐtiǀe the 
Đlassifieƌ ǁill ďe ďetteƌ foƌ sigŶatuƌe ďased deteĐtioŶ, this stateŵeŶt is suppoƌted ďǇ the dispaƌitǇ ďetǁeeŶ 
ǀalidatioŶ aŶd TestϮϭ dataset ƌesults. We aƌgue that the ATM ǁill ďe ǀeƌǇ apt as it shoǁs high aĐĐuƌaĐǇ, aŶd loǁ 
FAR ƌates duƌiŶg the ǀalidatioŶ eǆpeƌiŵeŶts. Seǀeƌal aǀeŶues foƌ futuƌe ƌeseaƌĐh eŵeƌged. AlďaǇati aŶd IssaĐ 
;ϮϬϭϱͿ Ŷoted DT peƌfoƌŵ ďetteƌ ǁheŶ tasked ǁith laƌge datasets, the ATM Đlassifieƌ ǁas liŵited to tƌaiŶiŶg oŶ 
oŶlǇ ϮϬ% of the full NSL-KDD dataset. CheŶŶupati ;ϮϬϭϰͿ highlighted the iŶstaďilitǇ of the ATM Đlassifieƌ aŶd 
applied the ďaggiŶg eŶseŵďle ŵethod to sigŶifiĐaŶtlǇ iŵpƌoǀe aĐĐuƌaĐǇ aŶd ƌeduĐe eƌƌoƌ ƌates. Ouƌ oǁŶ ATMa 
iŵpƌoǀed the aĐĐuƌaĐǇ ďǇ ĐoŵďiŶiŶg the pƌediĐtioŶ ŵodels fƌoŵ eaĐh attaĐk tǇpe ŵodel, siŵilaƌ to the ďaggiŶg 
appƌoaĐh. With a ďaseliŶe foƌ ATM ǁithiŶ ID estaďlished, it is eǀideŶt that otheƌ futuƌe ƌeseaƌĐh should iŶǀolǀe 
applǇiŶg eŶseŵďle ŵethods oŶ the ATM Đlassifieƌ speĐifiĐallǇ iŶ iŶtƌusioŶ deteĐtioŶ. IŶ geŶeƌal, the 
iŵpleŵeŶtatioŶ aŶd ƌesults aƌe ǀeƌǇ good ǁheŶ Đoŵpaƌed ǁith otheƌ ǁell-kŶoǁŶ ŵethods suĐh as DT, SVM 
aŶd Multi-laǇeƌ peƌĐeptƌoŶ.  
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