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Abstract— Recent advances in technologies has led to the use of 

wireless communication networks for the transmission of 

information. However, the broadcast nature of wireless channels 

has made it vulnerable to attacks. In this paper, we present work 

in progress on a proposed hybrid spread spectrum coding and 

artificial noise approach to improving the physical layer security 

of wireless communication channels. The authors are optimistic 

that, the proposed method will further improve the physical layer 

security of wireless communication networks. 
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I. INTRODUCTION 

The market for wireless communications over the years has 

enjoyed a tremendous growth, being applied to the realm of 

personal and business computing, military intelligence, 

medical information, government information and service 

providers. However, wireless communication networks are 

vulnerable to attack because of the open nature of wireless 

transmission. Most of the security techniques in wireless 

communication networks are based on the use of conventional 

cryptography based algorithm in the upper layer of the protocol 

stack [1]. A protocol layer is a technique for simplifying 

networking tasks, by dividing each task into functional layer’s 

task. Fig. 1 shows the seven layers of open system 

interconnection (OSI) reference model in a typical wireless 

communication protocol. Each layer handles some specific 

functions and security solutions. Cryptography based 

encryption is performed at the application layer to protect the 

messages against eavesdropping. However, the evolution of 

strong deciphering mechanisms has made conventional 

cryptography-based security techniques ineffective against 

attacks from an intruder.  

Figure 1: Layer protocol architecture 

Research work in [2-5] has introduced a security technique 

complementing the conventional cryptography-based security 

and significantly improved the overall security of wireless 

communication networks. This leads to the current security 

mechanism called physical layer security. The physical layer 

security is an emerging security research area in wireless 

communication networks, which exploits the physical 

characteristics of the wireless medium to provide secure 

communication [3]. 
 

Numerous studies dealing with this problem have been 

published. The early studies of [4, 5] gave a first insight into 

the problem. More recently, the research works of [3,6-9] have 

shown that a positive information rate can be achieved under 

the information-theoretic secrecy requirements; meaning that a 

better secrecy capacity can be achieved if SNRs of the main 

channel is greater than that of the eavesdropper’s channel. 

Other papers dealing with the physical layer security issues are 

reported in the literature, some of which include; jammer 

selection [10], and game theoretic approach [11]. 
 

In the current study, we proposed a hybrid spread spectrum 

coding and artificial noise approach for improving the physical 

layer security of wireless communication channels. The rest of 

the paper is organized accordingly. Section II deals with the 

research goal. In Section II, the proposed methodology for the 

study is presented while Section IV concludes the paper. 
 

II. RESEARCH GOAL 

The goal of the research study is to improve the physical layer 

security of wireless channels by employing a hybrid spread 

spectrum coding and artificial noise approach. Spread 

spectrum techniques can be deployed for security purpose due 

to its anti-jamming properties and low probability of intercept. 

III. RESEARCH METHODOLOGY 

The simplified block diagram of the proposed hybrid 

DSSSC-AN technique for improving the physical layer 

security of wireless communication networks is shown in Fig. 

2.This system employs a direct sequence spread spectrum 

coding (DSSSC) and Artificial noise (AN) approaches to 

physical layer security. Considering the figure, m(t) denotes 

the message signal to be transmitted which will be passed into 

a DSSS to spread it over a wide range of frequencies using a 

PN code sequence. The output signal from this is modulated on 

a carrier frequency using BPSK modulation technique; being 

the most widely used modulation technique in spread spectrum 

Application layer 

Transport layer 

 
Network layer 

 

Presentation layer 

Session layer 

 
Data link layer 

 
 

Physical layer 
 

Wireless Channel 

 
Physical layer 

 

 
Data link layer 

 

 
Network layer 

 

Transport layer 

Session layer 

Presentation layer 

Application layer 

Tx Rx 

Page 80 Southern Africa Telecommunication Networks and Applications Conference (SATNAC) 2016



 
 

Figure 2: Block diagram of the proposed DSSS-AN physical layer security. 

 

systems. The resulting signal after BPSK modulation gives the 

DSSS signal. Using a BPSK modulation technique, the 

resulting spread signal S(t) is given by 
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where E is the signal energy, T is the period, p(t) is the PN 

spreading sequence signal, fc is the carrier frequency of the 

modulation and θ is the phase angle of the carrier. The DSSS 

signal S(t) is mixed with an artificial noise block and the 

resulting signal (S(t)+An(t)) is transmitted through a 

transmitting antenna at the sending end to a receiver over a 

wireless communication channel in the presence of 

eavesdroppers having a receiving antenna. The purpose of the 

An(t) is to degrade the quality of the received signal at the 

eavesdroppers side by transmitting the artificial noise signal in 

all directions. The wireless communication channel will be 

modelled as AWGN channel. The receiving end consist of ith 

number of receivers and eavesdroppers as shown in Fig. 3.  
 

The signal that is received by the ith legitimate receiver yRi and 

the eavesdroppers yEi are expressed as 
 
 

 
Figure 3: Representation of receiver and eavesdroppers antenna. 
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where hi and gi denote the gain of the legitimate and the 

eavesdroppers channel, between the transmitting end and the 

ith legitimate receivers and eavesdroppers respectively. Also, nr 

and ne are the AWGN at the legitimate receiver and the 

eavesdropper’s channel. 

At the receiving side, the reverse process of this will be done. 

Also, the transmitting end and the receiving end must be 

synchronized, meaning that the same PN code used at the 

sending end for spreading the signal must also be used at the 

receiving end for de-spreading the signal after which a BPSK 

demodulation process will be performed on it to retrieve the 

original message signal. This system will be simulated in 

MATLAB/SIMULINK and its performance determine based 

on the secrecy capacity, the secrecy outage probability, and 

secrecy throughput. 

IV. CONCLUSION 

The security issues at the application layer of the protocol 

stack of wireless communication networks have been an 

emerging research area. Various approaches are being 

proposed to improve security issues in wireless networks. This 

work proposes a hybrid technique for solving security 

challenges over this network. The hybrid DSSSC-AN 

technique, expected to improve physical layer security of 

wireless communication networks. 
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