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Abstract

The modern complexity of network attacks and their counter-measures (cyber operations)
requires detailed planning. This paper presents a Network Attack Planning ontology which is
aimed at providing support for planning such network operations within the cyber domain.
The amount of cyber information is increasing constantly and the time that information stays
relevant and valuable in decreasing similarly. Thus semantic technologies can contribute
towards the intelligent processing of information in this ever-changing environment. An
ontology enables the representation of semantic information. In additional, automated
reasoning can enrich the representation by inferring unknown relationships. The inferences
that can be made with the automated reasoning capabilities of ontologies provide a unique
insight into the relationships between network targets and attacks, compared to traditional
databases.
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