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Abstract 

Information security is a fast-growing discipline, and therefore the effectiveness of security 

measures to protect sensitive information needs to be increased. Since people are generally 

susceptible to manipulation, humans often prove to be the weak link in the security chain. A 

social engineering attack targets this weakness by using various manipulation techniques to 

elicit individuals to perform sensitive requests. The field of social engineering is still in its 

infancy as far as formal definitions, attack frameworks, examples of attacks and detection 

models are concerned. This paper therefore proposes a revised version of the Social 

Engineering Attack Detection Model. The previous model was designed with a call centre 

environment in mind and is only able to cater for social engineering attacks that use 

bidirectional communication. Previous research discovered that social engineering attacks 

can be classified into three different categories, namely attacks that utilise bidirectional 

communication, unidirectional communication or indirect communication. The proposed (and 

revised) Social Engineering Attack Detection Model addresses this problem by extending the 

model to cater for social engineering attacks that use bidirectional communication, 

unidirectional communication or indirect communication. The revised Social Engineering 

Attack Detection Model is further verified using published generalised social engineering 

attack examples from each of the three categories mentioned. 
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