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Abstract

In this paper we demonstrate how an automated reasoner, HermiT, is used to classify
instances of computer network based attacks in conjunction with a network attack ontology.
The ontology describes different types of network attacks through classes and inter-class
relationships and has previously been implemented in the Prot’eg’e ontology editor. Two
significant recent instances of network based attacks are presented as individuals in the
ontology and correctly classified by the automated reasoner according to the relevant types of
attack scenarios depicted in the ontology. The two network attack instances are the
Distributed Denial of Service attack on SpamHaus in 2013 and the theft of 42 million Rand
(%$6.7 million) from South African Postbank in 2012.
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