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Abstract— Network forensics involves capturing,
recording and analysing network activity in discoveing
the source of security policy violations or informaion
assurance. The network forensic system that is degeed
in this paper is called the "Catch-it-as-you-can" gstem,
which seizes all packets passing through a certatraffic
point, captures and writes them to the storage. Thenain
aim of this paper is to address some of the challgas
faced by the Logical Traffic Isolation (LTI) model, more
specifically the incompleteness of evidence-gathag
process. This study proposes the Bidirectional Logal
Traffic Isolation model (BLTI) to improve evidence
completeness by recording both the request and the
response of the suspicious communication; rather #n
only the request (suspicious data) as Logical Traiff
Isolation (LTI) did. The BLTI uses indexing methodsto
improve information recording and retrieval. Future
research will continue with the evaluation of the BTI
model performance not covered in this paper.

Index Terms—Network Forensics, Bidirectional
Logical Traffic Isolation, Differentiated Services

I. INTRODUCTION

packet classifier and forwards them to the neaocese
router. The core routers are found within the enf the
DiffServ domain. They forward traffic towards thgress
router, while the egress router is found at thé leaundary
of the DiffServ domain. The latter unmarks thefitaand
decides the destination of each network packetrdowy to
its behaviour: the copy of the compromised traffic
forwarded to the preservation station, while therenraffic
is sent to the destination node. In a networkteelayber
incident, the investigator searches the presenvagiation
when conducting his/her investigation and captuadls
recorded suspicious network packets as evidence.

This paper further extends the design of the canckp
forensic model for Logical Traffic Isolation (LTHased on
Differentiated Services (DiffServ) as proposed laSss et
al. [1] by recording both the request and the raspmf the
suspicious communication, instead of recording rdguest
only [2] as did the previous LTI model. This tediun
improves the completeness of evidence recordeaeShe
LTI model is unidirectional, it preserves only tmffic
from the node that was detected as suspicious. rEiEes
concerns about the issues of evidence completerfess.
model that will consider all the parties commuriegitwith
the suspicious node is proposed in this study.rékeof the
paper is structured as follows: Section 2 discushes

I n 2006, Strausst al. [1] proposed a scheme that utilisesarchitecture of the BLTI model and Section 3 serassa

Differentiated Services (DiffServ) to isolate madigs
traffic in a logical fashion from normal traffic. Since
DiffServ is a standard technique, this could wetluce cost.
More importantly, if a DiffServ infrastructure wageady in

place where an investigation needs to be performegmating suspicious traffic is simulated.

evidence collection could be facilitated with miim
changes to the network. The DiffServ approachwallo
network forensic investigators to attach both thearking
station (ingress router) and preservation stat@m tcyber
victim's network to investigate the case at handhe
advantage of this approach is minimal network dawat
and minimal network reconfiguration.

The preservation station ensures forensic sounceeds
system reliability by recording all the packets keal by the
marking station as suspicious. The two clients rptre
normal and suspicious traffic, and then forward séhe
packets onto the DiffServ domain. The ingress adgéer
at the entrance boundary of the DiffServ domaithésfirst
domain recipient and serves as a marking statidmis
router is responsible for packet classification anas
marking, shaping and dropping capabilities. Thegress
router marks the suspicious traffic with the help toe

conclusion.

Il. THE BI-DIRECTIONAL LTI MODEL

In [2] the architectural design of the DiffServ nebdor
Some tbe
significant components in this model are the maylgtation
and the preservation station. When an intrusion been
detected, the ingress node from the DiffServ netvimused
as a marking station and the egress as the unrgastation.
Once the traffic has been marked, it is easilyaiwal from
the general traffic within the network, and it issdy
preserved in the preservation station. The BLTI ebod
marks only the traffic from the node that is suspédo be
generating suspicious traffic. This raises issuémut
evidence completeness concerning the other nodmafs t
is/are communicating with the detected node.

In solving this issue, each edge router from théServ
network can be considered as both ingress andsgreter.
Thus, each of these nodes can either mark or unihark
traffic to and from the detected node. Figure l@)stders
two Diffserv networks, with nodes N1b and N2a agtas
both ingress and egress nodes (depending on tterehip
between these networks). Whenever one network tdedec
intrusion generated from the other, it can creathannel



(dotted line) and so the two can notify each o#ifsut such
incidents. Figure 1b) depicts the network with thdge
routers on either side acting as both ingress ajrése
routers. The marking station is enhanced to barbitional
and the LTI model in turn becomes bi-directionalsteted
before. The marking station is one of the most iant
nodes in this model.
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However, in order to minimise network transmission
problems such as transmission delays and high \aduoh
network traffic, the preservation station proposesstore
only records that have been filtered to malicigaffit [4].
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Fig. 2 The abstract view of the Bi-directional LMbdel

While the proposed BLTI system seems plausibléag
not yet been tested to prove its viability. Theutssare
expected to prove that the proposed BLTI model avps
support for the preservation, gathering and corepkss of
evidence in communication networks. The model dised
in this paper should therefore make a direct cbution to
the enhancement of the Network Forensics discipline

Figure 2 shows an abstract view of the proposedIBLT

model, which is discussed in the following subsewi The
BTLI model divides the users into two categorieamely

Il
This paper presents the BLTI model as an exteridine

CONCLUSION

suspicious users and normal users. These usersmitan LTI model that uses DiffServ to isolate suspicidteffic

traffic that is either suspicious or normal. TheTBlmodel
does not focus on different types of intrusion deéte, as
different organisations may use different meansdétect
intrusion. Whenever an intrusion has been detediesl,
ingress router marks the packets that have beardftube
suspicious. These packets are then forwarded to
preservation station to be recorded. A node comeatinigy
with the suspicious node is considered to genatapicious

from normal traffic. The LTI model preserves ontgffic
from the suspicious node, while the BLTI model aitos
address issues of evidence incompleteness. ltiralsmves
evidence gathering through bidirectional messagerding.
This work is still in progress and its performatees not yet
theen tested. A branch marking approach is usedttrrdine
the performance of this model and compare it whk t
unidirectional LTI model.

traffic too. Both nodes use the DiffServ networkr fo

communication. Figure 2 shows the suspicious nadé3
and the normal node as A1-A2, B1-B3, and C1-C3.

Each of these nodes can initiate communication @t
other node. The BLTI model utilises the DiffSeryapach
to isolate malicious traffic from normal trafficna this
includes the response from and to the suspiciods.nbhe
suspicious response is isolated through the udesifnation
identification, while the suspicious traffic fromhet
suspicious node is identified through the use aire®
identification. The preservation station is posigd close to
the source-suspicious node so as to record afictriibm
and to the suspicious node, as well as to avoillgidoss of
any packets of forensic interest.

Some of the challenges that will be dealt with udel the
storage size of the preservation station. To addtes issue,
Artificial Intelligent filtering methods will be wd in the
DiffServ network to ensure that any traffic isothis indeed
the actual traffic that has been detected as dosgic
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