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ABSTRACT: Most operational Command and Control systems use a Tactical Data Link to commu-

nicate. The need to integrate simulated systems with operational systems and other simulated systems

resulted in the utilization of Tactical Data Link for the integration. Integrating simulated systems in

this way are not necessarily ideal and presents several challenges with regards to data distribution and

time management. Data model translation and the exchange of simulation meta-data also present some

difficulties.

using a tactical data link are discussed in this paper.

1 Introduction

Command and Control (C2) simulations can be
used to evaluate existing or new C2 processes. Typ-
ically a C2 simulation will contain some simulated
systems as well as some real world software and
hardware systems (referred to as operational sys-
These different

systems must be able to communicate with each

tems in the rest of this paper).

other. It is necessary to configure C2 simulations
to be capable of running with various combinations

of operational and simulated systems.

There are several technologies specifically aimed at

simulation interoperability (such as the High Level

The observations made and problems encountered while integrating different simulators

Architecture (HLA) [1]), but unfortunately it is not
always feasible to add functionality in existing sys-

tems to support these technologies.

A practical solution for integrating operational and
simulated systems is to use a Tactical Data Link
(TDL) standard since many operational systems
support some sort of TDL to communicate with
other systems. More often than not the TDL have
the ability to connect over a local area network
(LAN) using TCP/IP, even though the TDL stan-
dard might be designed to use another communi-

cation medium.

Using a TDL standard to integrate simulated and



operational systems is not necessarily ideal and
pose a few challenges. These include the manage-
ment of time, translation between different data

models and data distribution.

Since TDLs are designed for the transportation of
C2 information within a specific environment [5],
the operational doctrine that applies to that envi-
ronment influences the TDL message set and struc-
ture. This places limits what information can be
exchanged and how information can be transported
over the TDL. This may have severe implications

on new C2 processes being evaluated.

The paper proceeds by describing the work done
by The Council for Scientific and Industrial Re-
search (CSIR) on integrating operational and sim-
ulated systems. The challenges when using a TDL
standard for this are discussed and explained with
the lessons learned from the integrating of systems.
This leads to some suggestions on things to con-
sider when using a TDL standard for simulation

interoperability.

2 Background

The CSIR have, during the past few years, been
building a C2 simulation and interoperability capa-
bility aimed at supporting joint operations within
the South African National Defense Force. During
this time the capability has been deployed at var-
ious field exercises to either exercise the command
structures with simulated systems or to help inte-
grate the C2 systems and equipment involved in

the exercise.

TDLs in general enable the creation of a network
of nodes that can exchange information with each
other. This information is normally encoded with a
fixed set of text or binary messages. The messages

are normally exchanged over radio frequencies, but

some TDLs also support other transport mediums
like local area networks (LANs). There are several
well established TDLs like the NATO Link11 and
Link16. The TDL standard used by the CSIR for
integration of systems was specifically developed for
the South African National Defense Force and is

similar to Link11.

The TDL standard implementation required to
inter-operate with the C2 systems during field ex-
ercises had to be incorporated into the CSIR’s sim-
ulation software. This part of the software is called
the C2 Protocol Gateway and discussed in [?]. This
allowed the software to interface with the relevant
C2 systems and exchange data with them using the
TDL standard. This worked well as long as the sim-
ulation software could manage real-time execution
and didn’t fall behind.

Other software systems and simulators from indus-
try also implemented TDL standards in order to
interface with C2 systems. The TDL implementa-
tions for most of these simulators operate on Lo-
cal Area Networks (LANs) using TCP/IP or UDP
to connect. Since the simulators all had compat-
ible interfaces, the TDL standard could be used
to connect different virtual or constructive simula-
tors together. If no live systems are present the
simulations are free to run either faster or slower
than real-time or even pause. Unfortunately the
TDL standard does not accommodate this freedom.
These and other challenges are discussed in the fol-

lowing section.

3 Challenges

Using a TDL standard to integrate operational
and simulated systems presents several challenges.
These challenges involve time management, data

model translation and the distribution of data. In



this section these challenges are discussed by giv-
ing a generic overview of the problem, a practical
example of how it affected a real experiment and

then possible ways of overcoming the problem (if

any).

3.1 Time Management

Simulation interoperability technologies like HLA
[1] have formal ways to manage the progression of
time during a simulation [3]. Most TDL standards
however do not explicitly support time manage-
ment. With systems running at the same speed
and instantiation passing of messages between sys-
tems, there is little need for time management more
comprehensive that syncing the system clocks. But
when messages can possibly be delayed and certain
systems may be held up for a while, time manage-

ment becomes necessary.

Figure 1 illustrates a possible problem that may
arise from delayed messages. Three different sys-
tems (S7, S2 and S3) are running concurrently. At
time to S7 and S3 both send a message, My and My
respectively to Sy. For some reason M, are delayed
one time-step longer than M;. By the time S; re-
ceives both messages, it already advanced two time
steps. Timestamps can help system S to deter-
mine that this happened, but there is no guarantee
that other messages sent at time ty aren’t also de-
layed and still to be delivered. It is thus not trivial
for Ss to know when it may advance to the next

time step.

When messages sent at the same time step are re-
ceived at different time steps, it is possible that the
original order of the messages messages can be cor-
rupted. A message can arrive at a system before
other messages that was sent before it. Some sys-
tems may be sensitive to the order messages are

received in as it can influence causal effects. The
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Figure 1: Time management

integrity of the simulations results may be affected

by this breakdown in causality.

If one or more of the systems start to run slower
than real-time it can also cause problems. Other
systems may be unaware of this and continue run-
ning at normal speed while the other system starts
lagging further behind.

Running a simulation faster than real-time does not
always make sense, but sometimes it is desirable to
run the simulation, or parts thereof, faster than
real-time. Again most TDLs do not have the capa-
bility to inform other systems when to run faster
than real-time and there is no inherent support to

synchronize the systems.

In one of the field exercises, some systems started
running slower than real-time while the other sys-
tems continued running at real-time. After a while,
one of the systems lagged very far behind. This sys-
tem was responsible for producing simulated radar
tracks. The tracking filters on some of the other
systems interpreted the lack of recent track data to
indicate that the track ceased to exist. Tracks that

were of importance to the exercises simply disap-



peared. Fixing such a problem is not trivial.

One way of overcoming this problem is to establish
a secondary link with other systems [6]. This link
can then be used to regulate the passing of time in
the different systems. Unfortunately it is not al-
ways possible to develop this additional functional-
ity for all the involved systems. Using a secondary
link that needs to be implemented by all other sys-
tems negate some of the benefits gained when using

a TDL for integration.

3.2 Data Model Translation

A TDL supports a message set developed for a spe-
cific C2 context. This message set implicitly defines
the data model used for data exchange. The TDL
data model might not map perfectly onto the data
models used by different systems. The informa-
tion passed between the systems have to be mapped
onto the message set and the implied data model

of the TDL.

There could be some loss of information because
of an imperfect mapping. This has the effect that
information sent over the TDL from one system to
another and back again could arrive slightly differ-
ent. Even if the structure of the specific TDL mes-
sages used for interoperability matches that of the
used data model, the representation of attributes
in the messages can still be interpreted differently.
This can include spatial references, distance mea-

sures and classification values.

Figure 2 shows an example where a system’s data
model has more affiliation values than the corre-
sponding TDL standard attributes have: neutral is
understood as unknown by the TDL and translated
back to unknown and not neutral in the second sys-

tem.

This could be seen from a case where an aircraft
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Figure 2: Data mapping

that was classified as a neutral military fixed wing
in one system, showed up in another instance of the
same system as a civilian aircraft. In this case, it
presented as a small discrepancy, but a error like
this can cause integration errors that are hard to

solve.

Because TDLs are developed to exchange C2 infor-
mation, the message set is normally tailored to the
current doctrine of the C2 environment. Testing
new doctrine using a TDL that already incorpo-
rates current doctrine in its message set is problem-
atic as the doctrine specifies what messages there
should be and what information they should con-
tain. In order to satisfy the requirements for an
experiment it may be necessary to send more than
one message or to send a message that contains ir-
relevant information in order to communicate the

desired data.

It may be possible to communicate information not
captured by the message set of the TDL by using
a free text messages. Information can be encoded
into text and then embedded in the free text mes-
sage. This implies that the system receiving the
message should be aware of this and scan free text
messages for encoded information. Both sending
and receiving system need to be aware of this type

of exchange.



3.3 Data Distribution

Not all TDLs support one-to-one, one-to-many and
This does not

prevent integration, but it might complicate the

many-to-many communication [2].

transfer of data and the management of connec-
tions. Figure 3 shows one node (N7) broadcasting
a message (M;) to all the other nodes on the net-
work. If the links between the nodes are one-to-
one links, the message needs to be broadcast four
times over different links. Traditionally this is not
a major concern for TDLs but in a simulated envi-
ronment it is not always desirable for a system to

know what other systems it must send its data to.

Figure 3: Data Distribution

TDLs are meant for communicating the latest up-
dates and do not keep historical data [5]. In most
situations this is sufficient, but some systems re-
quire initial state or historical data to be obtained
when they connect for the first time. TDL mes-
sages could be used to request the initial state or
historical data, but they may the be used differently
from how the standard stipulates. This makes the

implementation incompatible with the TDL imple-

mentations of operational equipment and systems

that use the standard correctly.

Some of the exercises required an instant messag-
ing service to be implemented. It should be able to
send messages to a single destination or to broad-
cast the message to all interested parties. Setting
this up using a TDL presented some difficulty. The
TDL standard that was used only supported one-
to-one or broadcast communication and not many-
to-many communication where a message could be
sent to a group. A separate link had to be set up
between every entity to obtain the required result.
This solution proved to be tedious when there was

a large number of entities.

3.4 Standard Compliance

As with any standard in the real world, not all sys-
tems supporting the TDL standard implemented
the same version of the standard. Other systems

implemented the standard incorrectly.

Some of the messages described by the standard re-
quired an acknowledgment to be sent upon recep-
tion. Not all systems implemented this acknowledg-
ment while other systems did. The result was that
one system kept waiting for the acknowledgment
from another system. Since the other system did
not implement the response, the response was never
sent and the first system kept on waiting without
responding to other messages from other systems.
Further communication with the first system was

not possible anymore.

4 Conclusion

TDLs are already used to integrate different opera-

tional systems. It is also possible to use these TDLs



to integrate simulated systems with other simulated
systems or with operational systems. This can pro-
vide a practical solution that can be applied with

modest effort.

It is however important to know that such a so-
lution imposes certain limitations and introduces
some problems. Awareness of these limitations and
problems are very import when trying to ensure
that simulations produce accurate and reliable re-
sults. Failure to address them may be lead to in-

correct conclusions being drawn from experiments.

Because the message set supported by a TDL nor-
mally corresponds to the tactical doctrine that ap-
plies to the C2 environment where the TDL is used,
it may prevent the evaluation of concepts outside
the existing doctrine. Many times this is the very
purpose of constructing C2 simulations. If it is not
possible to use the message set for a given experi-
ment, some other means for integration might prove

to be more fruitful.

5 Future Work

Future research may be conducted to determine
possible changes that can be made to a TDL stan-
dard to address the challenges discussed in this pa-
per. This could strengthen the case for using TDL
standards for simulation interoperability. Almost
in line with this, future research may also be con-
ducted on possible amendments to the TDL stan-
dard for better operation over TPC/IP networks.
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