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Abstract

Uneasiness arises from the possibility of randofmecyattacks. In the global information and
network warfare battle, cyberterrorism has becorogtigal concern in that terrorists may seek to
strike the innocent and wreak havoc due to depearydem networked communications. However,
much misconception exists over what exactly cylbetsm entails and the role of cybercrime
and hacking.

A conceptual framework is therefore proposed awdges on clarifying the field by summarising
techniques, objectives, targets and capabilitidse Tramework strives to provide a more
descriptive synopsis of cyberterrorism and formoadybaseline to contextually place the area of
cyberterorism against the backdrop of other comyartd network crime.
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I ntroduction

The organised terrorist events of September 11 2G@l a global impact on various sectors
including the travel and emergency response settw.implications of future terrorist attacks
were also raised. The attacks though mainly a phlsn nature, created an awareness of the
repercussions of wide-scale terror.

Terrorism was previously seen to be synonymous %idhappings, hijackings and bombings.
However, in this the digital age, the concept dberyerrorism or the use of cyberspace to carry
out terrorist activities has emerged. Colarik $abk cyberterror: “Exploding a bomb can cause a
huge effect, but it costs a great deal to createdmtiver. Conducting a computerized attack can
be just as disruptive (or more so) but costs praltyi nothing to implement (Colarik 2006)”.
Thus cyberspace, networks and the Internet aregbesed as increasingly popular mediums
through which various political, social, ideolodioa religious viewpoints can be expressed.

Cyberterrorism is defined as “A purposeful act, speally or politically motivated, that is
intended to disrupt or destroy the stability ofamgational or national interests, through the use
of electronic devices which are directed at infaiora systems, computer programs, or other
electronic means of communications, transfer, aoichge (Desouza, Hensgen 2003).

Cyber terrorism brings together the concepts aigisiyberspace to bring about a reign of terror.
Cyberterrorism thus encapsulates the use of commute network technologies to promote



extremist or aggressive tendencies, usually pallticreligiously or socially motivated which
leave a forceful or even brutal impact.

The most cited definition of cyberterrorism is Dargis testimony before the Special Oversight
Panel on Terrorism. It states (Gordon, Ford 2002):

“Cyberterrorism is the convergence of terrorism agllerspace. ... unlawful attacks and threats
of attack against computers, networks, and therimédion... done to intimidate or coerce a
government or its people in furtherance of politicer social objectives...to qualify a
cyberterrorism, an attack should result in violeragginst persons or property, or at least cause
enough harm to generate fear.”

Cyberterrorism refers to two basic ideas: cyberspaud terrorism. Cyberspace is an abstract
realm and depicts the virtual world in which congyatand networks operate in. Cyberterrorism
can be seen as the unlawful use of force or vigegainst information, computer systems and
networks to intimidate or coerce a governmentctiaigian population, or any segment thereof, in
furtherance of political or social objectives. \ghithis definition provides a good introduction
to the topic, it does address ordinary activitiec@mputer abuse and the supportive role that
computers and networks can have in facilitatingotésm in general. Thus, a discussion of cyber
crime follows in order to clarify the field and pkit in perspective with regards to assumptions
and associated ideas. In addition, the proposedefrark will discuss support functions that
technology provides as well categorisation of cidreorist methods and practices in order to
better argue the scope of cyberterrorism.

“The emergence of cyberterrorism means that a mewpgof potential attackers on computer and
telecommunication technologies may be added tditicamal” criminals (Janczewski, Colarik
2007).” Cyberterrorism can be viewed as acts ofoteym carried out through computer,
networks and cyberspace. In a similar manner, cghere can be considered criminal acts that
are committed by using computer resources, toalsamvironments. Cyberterrorism acts form
part of cyber crime when the activity crosses ldgalndaries. Both cyberterrorists and cyber
criminals will use knowledge of security and hackio electronically leave an impact, but the
underlying goals might differ. Whilst cyberterrates to cause a political change and targets
innocent victims through computer-based violencdestruction, cyber criminal activities aim to
have an economic gain from individuals and compahiecarrying out fraud, id theft, blackmail,
and other computer attacks and exploits (Lachov8R0® cyber attack or crime needs to have an
element of ‘terrorism’ (threats, disturbances dligtion of violence) in order to be considered
cyberterrorism. Although, cyberterrorism may seemaanore indirect approach to launching an
attack, a critical consideration is the terror tisagjenerated from a potential attack. The intént o
the attack will be to cause/threaten violence onmte a social/political viewpoint. For example,
consumers are petrified at the idea of a critigastesn like the railway lines or power station
going down. Fear is a critical aspect of terroriand though it may not seem as cyberterrorist
acts are as violent as their physical counterpénts,implication of consumed fear and terror
should not be undermined. Thus, the psychologidgéedhat is to be gained by keeping a nation
in constant doubt and anxiety is a huge payoftdarorists.

Embar-Seddon talks of the difficulty of understangdterrorist attacks as well as the fear created
from the senseless and randomness of becominget {&mbar-Seddon 2002). When terrorists



strike, the community at large can be filled witlosk and panic. The use of technology to
facilitate attacks increases people’s fear dueht d¢onceptual and connected nature of the
channel. This connectivity afforded by technolo¢goarings the possibility of the impact of an

attack being far wider as boundaries are no lormgdarrier. The randomness and scale of
attacks, can thus cause great disbelief and outfagess borders and timelines, attacks could be
planned and orchestrated through this abstract umedif global networks. Other emotions

include anxiousness in anticipation of an attaakg @he alarm that is generated after the
execution of an act of deliberate violence.

How real is the threat of cyberterrorism? The linésyber crime, cyber attacks, and cyber terror
are all blurred. A closer investigation is neededuttline core issues and considerations in the
field of cyberterror. This paper addresses the tyidg components in the cyberterrorism field
and will look at the techniques, objectives, cherastics, targets, and capabilities. The
framework strives to provide a descriptive synopsid form a good baseline to place the area of
cyberterrorism in context against the backdroptbhepcomputer and network related crime and
terrorism in general. The usefulness of the franréwies in identifying the core components and
showing the interaction between the psychologindltachnical factors.

The remainder of this paper is structured as fdtoWihe next Section provides a background to
cyberterrorism. Thereafter, the framework is intreeld and is further explored before the paper
is concluded.

Background

This section provides a background to the fielcyserterrorism in relation to other terroristic
activities as well as computer and network crimige Background serves to provide a context to
cyber terrorism and thus, elaborate on the inpiialpose of this paper. Other literature can be
consulted for more detailed overviews (Gordon, R2d2, Weimann 2004, Green 2002).

Terrorists are becoming technologically advancewuhh the provision of information and
communication support (Colarik 2006). Technologioalovation can enable cyber terror as well
as serve as the target of the onslaught. For exarti@ Internet can play a role in assisting with
training, organisation, indoctrination, recruitmemetworking and funding (de Borchgrave,
Sanderson & Harned 2007).However, when terrorises aritical infrastructure systems as their
targets, the impact can be far more wide spread.iffinastructures which support everyday life
are much more fragile than we think and their ircdy would have a devastating effect on the
defense and economic security of a country (US Afmamning and Doctrine Command 2006).

The threat of cyberterrorism can be seen from twmtp of view. One camp asserts that
cyberterrorism cannot hurt you while the otherroithe threat is real and points to financial
damage caused by well-publicised virus attacksveedd over the Internet (Desouza, Hensgen
2003). The argument that cyberterrorism is notlyeahuge threat stems from the notion that no
has actually died from a cyber attack. Inconverggerannoyance and monetary loss are the
examples of negative outcomes. The Internet cansiee a tool for spreading propaganda or
gather information but not to cause considerablenh&chneier says that the network is excellent
for propaganda purposes (whatever that might @rdgailo gather information, whereas die-hard
terrorists are still generally “more concerned wadusing harms than gathering information



(Schneier 2003).” The other argument addresses pibgsibility that control of critical
infrastructure systems (air traffic, power plartsspitals), could cause loss of life. As terrorists
gain experience and technology, cyber attacks fasimuctures become an increasing threat (US
Army Training and Doctrine Command 2006). The goesthat is also raised is the extent of
control that can be gained. This will largely lie the environmental conditions, as well as the
amount of built-in safety mechanisms. For examgpeeping critical systems on separate
networks could prevent attempted penetrations ftben Internet. Redundancy measures and
manual overriding of systems are all tactics useaperate in times of crisis.

Another issue that arises is whether computersyorks and cyberspace are instruments in
cyberterrorism. Nelson et al. also discusses thanaaspect of cyberterror, information can be a
weapon or target to achieve terrorist goals (Nelsbmal. 1999). Thus a key consideration in
cyberterror is the role of information systemsadoilitate their terrorist objectives and using them
as the target/weapon. One argument is that in dadbe considered cyberterror, some form of
fear and/or political or social objective needdéoattained. This would mean that only activities
having computers and networks as their target wdidddeemed cyberterroristic in nature.
However, various computer and network related prestcan be used to support terrorist
activities but their exact use alone is not comeidean act of cyberterrorism. For example,
publishing historical information about a group®iaties to recruit members differs from the
unleashing of a virus to cause the malfunctionihg power plant. Computers may be referred
to as “weapons” as they act indirectly (Pollitt 899 Just as guns cannot shoot themselves, and
are considered weapons, should the same analodyenapplied to computers/networks? In the
hands of an assailant, both guns and computersl cawulse irrevocable damage. Guns don't kill
people; rather it is the people that use the gilins.consideration in cyberterrorism should be the
intention of the actor, not their choice of weamyrmethod of conveyance (Desouza, Hensgen
2003). Therefore, the aim of the perpetrator py®y role in determining the classification as
cyberterrorism.

Thus, a critical component of distinguishing betwegberterrorism and traditional activities of
cyber crime is the motivation of the perpetratod as well as a consideration of the nature of the
activities. When Janczewski talks of the distinctitween cyber terror and cyber crime, he says
that answer does not lie in the mechanics of theng\but rather in the intent that drove the
person’s actions (Janczewski, Colarik 2007). Wither terror there is the goal of causing large-
scale terror and ulterior political/social motivardugh the attack on computers and/or
technological systems. Nelson et. al states tleapdtiitical nature of terrorism is what separates i
from criminal activity motivated by financial gaimr personal animosity (Nelson et al. 1999).
Therefore, various computer and network relatedviies support cyberterrorism at an
implementation level but the high-level objectiveay differ from normal computer and crime
(for example causing annoyance, economic lossdfraspionage, etc.) Actions taken in response
to an attack are not considered criminal if they/ @rried out in a defensive (and not malicious)
capacity only. For example, police officers somesnhave to take offensive action to bring
down a violent criminal. So too the defence industas to take retaliatory action in order to
prevent further damage to systems.

The focus now shifts to typical scenarios of cydedr to show situations in which cyberterror
can be carried out. Possible cyberterrorist sibmatenvisaged by Collin (Collin 1997) include:



» Altering the iron supplement level in a cereal nfanturing plant such that it poisons and
kills all that consume the unsafe levels

* Modifying the formulas of medication at pharmaceaiticompanies. This could result in
an enormous loss of life

« Gaining control of air traffic control systems acalse aircraft to crash into each other.
The same could be applied to rail services

» Disrupting the services of financial institutiofmi$ causing citizens to lose confidence in
the economic systems

Pollitt (1998) points out the discrepancies thatild prevent the first two scenarios from
materialising. He argues that since such minimantjties of supplement level is added to
cereal; the necessary quantity to poison a persmridabe incredibly substantial. Furthermore,
such increased consumption would be noticeable,nwie supplement supplies ran low
unnecessarily. Also routine product testing woudtiedt such an abnormal quantity of an active
ingredient. A similar argument could also be applie the second scenario of modifying the
formulas of medication. Pollitt (1998) also dismutbat the entire human element and structuring
of air traffic control rules would be overlooked neea terrorist to gain control. Pollitt explains
that computers in air traffic control provide infeation and do not actually control the aircraft.
Pilots are trained to use their situational awassrad thus taught to be aware of position as well
as approaching aircraft. Rules are also meant sarensmooth operation should no air traffic
control be available.

However, in April 2007, a series of cyber attackasviaunched against the Estonian state. The
targets included the Estonian parliament, banksjstnies, newspapers and broadcasters (Von
Solms 2008). The execution of such an onslaughtalatate without the availability of critical
services including the presidency and parliameo¥egiment ministries, news resources, banks
and communications. The incident is indicative bé tprobability of such attack and the
inconvenienced conditions that was left in its wakée case is often carefully studied to
understand the circumstances that led to its naditeation and furthermore how the situation can
be prevented.

Cyberterrorism can thus be seen as a relevantttdrea its strong relation to computer and
network crime. However, a closer inspection of thée that is plays will provide a better
understanding of the pertinent forces and domdirmperation. The application and significance
will be better revealed through a more detailedistaf the field. The rest of the paper will
therefore look at placing the area of cyberterroria context. More specifically, the paper will
aim to describe the influential considerations tredrole that technology plays.

Framework

This section introduces the framework, which wil turther explored in the rest of the paper.
Later sections will provide for discussions of widual issues. The framework is given in Figure
1. It consists of three main sections: operatorgds, techniques and objectives. The objective of
the framework is to describe defining aspects dbecterrorism. The framework has been
constructed by conducting a literature review of fleld. The methodology of the framework
was to examine various literatures in the domaia identify key characteristics that lie at the
heart of cyberterror. In this way, various argursamdating to cyber terror were considered and



the framework was constructed to provide some &treid¢o the various issues. The objective was
thus to show typical techniques and motivating dsrto demonstrate how and why cyber terror
can take place. Overall, the aim of the framewsrtoidefine critical considerations and to show
the relationship between the psychological factishgng cyber terror and technical mechanisms
that can enable and support a terrorist capabilihe framework seeks to create awareness of
cyberterror and to achieve this, understandinghefrhotivating factors driving cyber terror as
well as the techniques, are needed. As in the @a¥@K, an awareness needs to by built among
information technology professionals and peopl&eathat terrorism based on computers and
networks is a real threat (Janczewski, Colarik 2007

Five operating forces are considered: charactesistarget/focus, types, capabilities and social
factors. Each operating force in turn has a nuntberelated sub-items. The operating forces
provide the context in which cyberterrorism is ftiocing. Various high-level techniques are

given. These high-level techniques are supportedigh various information gathering and

invasive/offensive computer and network securitgcfices. The objectives are similar to the
motivation behind standard terrorist activitiexugh some distinction is given to show the more
pronounced intentions.

The contribution of the framework lies in the orgation of the field of cyberterrorism and the
provision of an overview to place the area intotegh The operating forces describe the various
advantages of utilising cyberterror, the intendgstesns to be attacked and the mindset of the
terrorist. The techniques section addresses thesifitation of attack tactics. The objective
section looks at the immediate aims of the attaekel also distinguishes between cyber terror
activities and the supportive functionality thatrgmuters and networks can play (often confused
as cyberterror). This discussion helps clarify amant details concerning the functional mindset
of a cyberterrorist as well as elucidating whiclpeags of cyber crime and hacking will be
utilised. A discussion dealing with the variousnpmnents in the framework follows.
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Figure 1: Framework of Cyberterrorism

Operating Forces

When discussing the field of cyberterrorism a nundfeoperating forces need to be considered.
A discussion of these forces will delve into thelertying features affecting cyberterrorism. The
findings are drawn from related literature as vealpractical insight from studying the area of
interest. The operating forces depict qualitiesaofyberterrorist as well as the properties of
cyberterrorism in general.

Characteristics
The characteristics section was constructed byithgoét the advantages and benefits that cyber
terror encompasses versus traditional terrorisnoliiyg bombing, kidnapping or hijacking.

Thus, by listing key characteristics, opportuniti@orded by networked technology were
identified.

Denning (2000) says that cyberterrorism has theawridge of being able to be conducted
remotely and anonymously, as well as being cheapeit does not require the purchase of



explosives or a suicide mission. In comparison tyifgy explosives, a laptop and Internet
connection is by far less expensive. Weimann (2G049 talks of cyberterrorists having the
ability to immediately reach a bigger number ofg&ds directly. Furthermore, the US Army
Training and Doctrine Command Handbook talks of rssons that cyberterror may become a
viable option over physical acts. These includergmity, diverse targets, low risk of detection,
low investment, operate from nearly any locatiod &wer resources (US Army Training and
Doctrine Command 2006). Thus, other advantagesd&tbby cyberterrorism are the ease and
speed at which attacks can be anonymously laundhedo the use of networked infrastructure.
With the use of digital technology, attacks canabéomated and repeated quickly and thus less
effort is often required.

Target/Focus

Network attacks and hacking activities of ordinasers can often be confused as cyberterror.
Cyberterrorists seek to gain publicity and causeevdcale terror and inconvenience. Thus, the
targets of cyber terror tend to have a much highhefile than an ordinary user. Cyberterrorism is
“the use of computer network tools to shut dowtical national infrastructures (such as energy,
transportation, government operations) or to coeycdntimidate a government or civilian
population” (Lewis 2002). Water, like energy is example of critical utilities that could be
attacked. Desouza & Hengsen (2003) discuss thendepee of business on electronics and how
cyberterrorists will seek to expose vulnerabilitié#s banking, brokering, e-commerce,
transportation, fuel supply, power grid and goveental systems. Other targets include
emergency services like the police, ambulance amd department. “"The 911 emergency
response system, a specialised communications rlethvat relies on local telephone service, is
also a favourite target for theorists of cybertasm” (Lewis 2002) Furthermore, Collin (1997)
discusses potential cyberterrorism scenarios amploges attacks in a cereal manufacturing plant,
disruptions to banks, stock exchange, air trafbatml, pharmaceutical manufacturers or gas
liners . In addition, Folt (2004) talks of cybertaism threats include interfering or disrupting
information and communications networks, infrasuue systems, banking and finance systems,
transportation systems, emergency services, andrgment services. Six high level groups of
potential targets thus emerge. Targets include spramation, utilities, financial sector,
manufacturing, telecoms, emergency and governméunis, by looking at the target section, it is
evident that critical systems providing servicesthie general population will generally be
focussed on. This will aim to leave the most infiti@ impact if a larger section of the nation is
affected.

Capabilities

This section addresses key underlying qualitieststrand qualifications in the mindset of a
cyberterrorist. Upbringing and educational backgbwill play a critical role. With experience,
grows expertise and skill. Training will seek tovdp the aptitude of the individual. Financial
support is a vital requirement to support ongoiagarist activities. Funds are needed to co-
ordinate, plan and execute attacks. Resourcegdjkgpment and tools will be required to sustain
operations. An advantageous position would be gdaitteough the collection of insider
information. In addition, intelligence to providedkground and guidance will also be helpful.
The capability section aims to show that severayspmhogical issues play a role in the
development of a cyber terrorist. In addition, ottesources will also be required to facilitate the
malicious activity.



Types of Terrorism

Whilst the motivation for terrorism ranges fromigedn principles to political agendas, various
types of terrorists can be classified. However, dlgtinctions between the types often blur and
thus the ideological views often cross over. Tha af this section is describe the motivating
forces that inspire and drive cyber terrorists dory out their activities. It shows that differing

social, political, ideological and philosophicaéwipoints are trying to be expressed.

Weimann (2004) draws attention to a report, “Cyteeror: Prospects and Implications,”
published in August 1999 by the Center for the $todTerrorism and Irregular Warfare at the
Naval Postgraduate School (NPS) in Monterey, Caliéo The report is said to have studied five
groups of terrorists: religious, New Age, ethnoiordlist separatist, revolutionary and far-right
extremist. This finding is the basis of classifioatof the types of terrorists in the framework.
Post (2005) discusses the ethno-nationalist temogroups that are fighting to establish a new
political order based on ethnic dominance/homodgnas well as the social-revolutionary
terrorists (terrorism of the left) who seek to dalieow the capitalist economic and social order. In
addition, Gearson (2002) addresses the New Agesmbiism which looks at the vulnerability of
modern societies to unconventional attacks. Furibee, Laqueur (1996) states that many
terrorist groups traditionally contain strong quasigious fanatical elements for only total
certainty of belief (or total moral relativism) pides justification for taking lives. According to
the Israeli political scientist, Ehud Sprinzak,htigving terrorism is characterised by the process
of “split-deligitimation” in which not only the “agider” (for example, foreigners, ethnic and
religious minorities) is targeted but contemporarshp the state itself, as they are seen as
ineffective or worse under the sway of the outgd@ichael 2003). In addition, revolutionary
terrorism consists of a strategy to seize politpaler (Targ 1988). This section is indicative of
the various underlying motivating factors that urgihce terrorism. It is by far merely a brief
introduction into some of the primary reasons aigvierrorism today.

Social factors

A core underlying factor impacting the acts of deists in general stems from various social
issues. Jenkins (2006) states that terrorism igergéig derived from concepts of morality, law,

and the rules of war; whereas actual terroristssheped by culture, ideology and politics. This
introduces a few influential considerations, namelyture, belief system, political views,

upbringing and personality traits. These intanggaeial issues will impact the line of action that
a terrorist follows and thus lays the foundationtérorist activity in general.

Techniques

This Section looks at various practical methods eladsification descriptions of carrying out
cyberterrorism. It commences with a description te¢hnical practices, before looking at
differing levels and modes of operation. The classion of techniques explains those aspects of
cyber crime and hacking that will be utilised tergaout cyber crime. Thus, this section provides
details of specific attack methods and absolves@ms that all computer and network crime is
cyberterroristic in nature.

Practices



A discussion of high-level technical attack praesitakes place in this section. Overall practices
include but are not limited to:
*  Web site defacement to distribute disinformation apread propaganda using hacking
and other vulnerability exploitation techniques
» Denial-of-service attacks on valid machines to ealass of availability using worms,
viruses and bots
e Gaining unauthorised access to crucial systemshatwlorks to cause disruptions in vital
services or to corrupt essential data through esgie, penetration and modification

practices
e Try to raise funds for operations through credidctheft and other fraudulent financial
activities
Attack levels

From the discussion on practices, it is evident thavariation occurs depending on the
complexity and motivation of the attack. Thus, tleious attack techniques can be classified
according to the level of organisation. Accordittya reportCyberterror: Prospects and
Implications compiled by the Naval Postgraduate School theeetlaree levels of cyber acts
(Desouza, Hensgen 2003): Simple Unstructured, Ack@nStructured and Complex Co-
ordinated A discussion on this classification falto

1) Simply Unstructured: basic attacks against individual systems withilgasvailable
tools. Targets are typically selected due to al&l@ools and existence of poor security
procedures (Nelson et al. 1999). Attacks in thitegary include the deployment of
worms and viruses

2) Advanced Structured: more focussed attacks against numerous systehis. aftack
requires the hacker to adapt tools/applicationsthnd possess some programming skills
and understanding of the target (Nelson et al. 1999

3) Complex co-ordinated: capacity to cause serious interruptions to manygets at the
same time or in succession. This type of attackides striking from various sources. An
attack of this nature requires sophisticated plagnaind orchestration (usually many years
and large groups)

Modes of operation

Another framework that can be used to categorit®cks is their broad-spectrum modes of
operation which will be closely linked to high-léveyberterrorist objectives. Arquilla and
Rondfeldt (2001) discuss the development of testarganization and their changing modes of
operation. More effort will be placed in formingganized networked parties rather than
cultivating isolated groups. It has been realizkdt tthe effectiveness of networked based
approached far exceed the restricted hierarchicahgements. The authors further propose that
the information-age technology can assist termiisthree broad offensive categories (Arquilla,
Ronfeldt 2001). They are:

* Perception Management and Propaganda: Getting asagesacross to potential
supporters in extremely important and thus techyokerves as the ideal communication
medium to attract more followers/members, genehaeling and influencing people’s
views. Recruiters comb though chat rooms and thllegoards to find ideally suited
candidates to further group activities. Web sitesvigle a forum for marketing and



exposing groups’ activities. For example, the talt group Hizbollah, together with its
web site has its own broadcasting television statiBeports include dramatic footage of
physical attacks. Most terrorist groups have a wesence in the form of a web site
(such as Al-Jama’ah Al-Islamiyyah, Hamas)

* Disruptive Attacks:  This type of attacks seeks temporarily immobilize a
site/service/system. Examples include e-bombssgamming and hacking to deface web
sites. Interruption in service and the economjmereussions are the outcomes of this
mode of attacking. For example: The Tamil Tigersried out an email bomb attack
against the Sri Lankan diplomatic mission in 1986tomated tools were used to send
thousands of messages to the Sri Lankan embassskrBail and fund extortion are other
examples.

» Destructive attacks: The use if IT-driven operagiacan actually lead to the ruin of
physical or virtual systems/networks. Malware castby data or modify it such the
information is corrupted. Systems could then pdgdél due to the loss of data/service/

Objectives

Objectives are broken down into cyberterrorism omalis goals and those relating to support
functions that computer and networks provide inbding terrorism. Thus the distinction is drawn
between those intentions to cause direct damagellifles (cyberterrorism) versus practices that
facilitate the grander scheme.

Malicious goals

Weimann (2004) touches on various objectives abtets. Firstly, he mentions at a generalised
level they seek to protest, disrupt, kill/maim aaedify people. “Historical experience has taught
terrorists that to spread terror and thus expaait gholitical capital the most effective way is to
break things and kill people (BTKP)” (GiacomelloG2). Desouza and Hensgen (2003) discuss
the intention of terrorists as trying to intimidagée population/government into meeting their
demands. Release of political prisoners, moneyduathging of laws are examples of demands
from terrorists. More specific to cyberterrorisigimann (2004) discusses the goal of gaining
access to sensitive information and to the operaifacritical services. This will serve to cripple
or disable these critical services. Those conceméd terrorism and the media frequently find
the staging of incidents, the publicity sought ahd manipulation of the audience primary
themes in their analyses (Gordon, Ford 2002). higklights another two objectives- the need to
stage incidents to draw attention and thus gaidigtypfrom the incident. Groups many also
need to raise funds for operations and therefoek $e solicit money to gain support. This
discussion addresses the short-term goals of atteickhe classification of types of terrorism (in
Section 4.4) briefly looks at more long-term obijees and underlying plans of cyberterrorists.

Support functions

Whilst, terrorist goals mainly serve to threatercause violence, the role of cyberspace and net-
worked technology can provide various support fiamst that may not be directly linked to mass
damage, but rather lay the foundation of terraivities as well as provide the maintenance of
operations. Thus, by looking at the various techegy networks and electronic devices may not
always be used in a direct attack, but can stilvigle assistance in terms of communication,
guidance, information gathering, preparation amnhricial backing. Jenkins (2006) talks of
functionally specialisation tasks like recruitirtgaining, intelligence, reconnaissance, planning,



logistics, finance, propaganda, and social servisepport for families of suicide attackers).
Furthermore the US Army Training and Doctrine ComohaHandbook also discuss cyber
support to terror operations. These include fumstitike planning (plan, communicate and
posture), recruitment (web sites publishing histarfy group and hyperlinks to activate
membership, donations) and research (access tosahds of databases, libraries and
newsgroups) (US Army Training and Doctrine Commag@6). Thus, it can be seen that the
various technologies can play an enabling roleefrotism in general as well as directly achieve
cyberterrorism attacks. Computers and networks ssame as useful tools to facilitate other
terrorist attacks — for example the co-ordinatid@ okinetic attack by using email, web sites and
discussion forums to provide instructions (locatiand guidance to construct explosive
materials). In this case, the technological comptn@rovide a supportive role as computers,
networks and controlled infrastructure does noinfgart of the target but instead were used as
tools to facilitate the terrorist activity.

Conclusions

Cyberterrorism raises a new wave of concern in fdren of political or social activists
interrupting or destroying critical system infragtture. The goals of causing disruptions,
protestations, intimidation and demands could ludifated through the electronic medium of
computers and networks. Various computer securibjattons (web defacement and data
corruption/loss and service loss through the uhieasof worms and viruses) could be used to
surge this new form of terror.

This paper considered the various features of ¢glyerism to present a structured account of the
field. The framework serves a basis of the undegynfluential considerations in the domain of
cyberterrorism. The framework tries to present aprall summary to gain insight into this
critical topic. The usefulness of the frameworkslim the clarification of concepts and the
identification of areas that can be further redemdc This can aid in understanding the
psychological issues driving cyber terror as welttge technical means of execution.

The methodology of the framework was to examineouar literatures in the field and identify
key characteristics that lie at the heart of cydreor. In this way, various arguments relating to
cyber terror were considered and the frameworksgastructed to provide some structure to the
various issues. The objective was also to showc#&piechniques and motivating forces to
demonstrate how and why cyber terror can take plabe aim of the framework is to define
critical considerations and to show the relatiopsbétween the psychological factors driving
cyber terror and technical mechanisms that canlersaig support a terrorist capability.

Cyberterrorism has been compared to cyber crime cyber attacks. However, most fail to
realise that many cyber attacks are usually orglirecreational hackers testing out their skills or
trying to commit some fraudulent activity. Howevegcking skills and security violations are
used as part of cyberterror attacks. The discussighained the use of these various security
violation techniques to aid the higher level ozt of propaganda, disturbance or destruction.
Thus, whilst the targets and motivation of ordin&igckers differs from military and terrorist
threats, the technical mode of operation of a dgoearist relies heavily on security knowledge
and skills. Cyberterrorism has thus become a tealthreat in that those seeking to
damage/disrupt computer systems, programs, inficisite and data, could leave a meaningful



impact on a wide range of sectors. The framewodukshprovide a good overview of the area of
cyberterrorism and placing it in context againgt lackdrop of other current concerns like cyber
crime and cyber attacks.

The framework allows for continued research in® &inea of cyberterrorism and thus allows for
an extension of ideas. Various other influentiahgiderations could be identified and more
insight into the mindset of a cyberterrorist cangagned. However, it is firmly believed that the
framework provides a good baseline summary thatesemuch awareness and insight into the
critical topic.
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