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Abstract: The lack of a fully inclusive guideline document to assist the functioning of
sufficient Information Security Governance is common in the business environment.
This article focuses on developing such a guideline document, based on a number of
best practice documents. The resulting model covers all the relevant aspects on
strategic, management and technical level when implemented altogether. This model
includes the related aspects of Corporate Governance, Information Technology
Governance and Information Security Governance. By applying a best practice driven
Information Security Governance model, an organisation ensures that all aspects
regarding Information Security Governance are covered in detail. Additionally, the
implementation of the best practice driven Information Security Governance model
allows organisations to conform to major best practice documents, standards and
legal documents.
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1. Introduction

“As a general rule the most successful man in life is the man who has the best information.”
These words from Benjamin Disraeli illustrates why it is in the best interest of modern
organisations to govern all aspects of information properly. It is necessary to secure the
information in such a way that it can truly contribute to the success of an organisation. The
generally accepted way to do this is by applying best practices to the information.

The norm is to apply a single best practice document or standard to an organisation.
However, there is no sole best practice document or standard that can ultimately be applicable
in all situations of every organisation [1]. Therefore, it is suggested that a model is developed
that combines all the best features of a number of best practices and standards. In this way it
is possible to build a world class Information Security Governance model from which
applicable practices can be selected.

1.1 — Motivation for a World Class Information Security Governance Model

Currently organisations can apply any of a number of industry accepted best practices to
warrant internal Information Security Governance. However, these documents are often
limited in scope and do not consider the contributions of related governance disciplines.
Best practice documents such as the ISO 17799 and the Standard of Good Practice for
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Information Security capture much information regarding Information Security
Governance. Yet, these documents focus more on the Information Security discipline and
not the governance aspects. Accordingly, these documents are not inclusive enough to
provide a holistic Information Security Governance model. It is therefore necessary to create
an inclusive model to consider all possible aspects of Information Security Governance.

The development of a comprehensive model needs to take the best out of a variety of
best practice or related Information Security Governance documents. The development
process should integrate all core aspects of the different documents to create an exceptional
model for Information Security Governance. The relevance of this model would be that its
implementation would cover all aspects of Information Security Governance, Information
Technology Governance and Corporate Governance. This process will secure information
on all possible aspects and dimensions. This model will add a lot of value to the
Information Security Governance discipline.

1.2 — The Role of Governance Types in a World Class Information Security Governance
Model

Best practice documents guide organisations in establishing a decent governance structure,
whilst measuring compliance against the document’s guidelines. The implementation of a
best practice document ensures that an organisation effectively covers all relevant aspects
that can holistically affect the organisation.

There are three primary types of governance relevant to this study: Corporate Governance,
Information Technology Governance and Information Security Governance. Corporate
Governance is the all-inclusive Governance discipline, relating primarily to the responsibilities
of the board of directors and top management. When implemented correctly, Corporate
Governance ensures the well being of the entire organisation [2].

Information Technology Governance is a multi-faceted discipline drawing from
Corporate Governance. It mainly handles the relationship between Information Technology
Management and the business functions of an organisation [3]. Information Security
Governance, the most important discipline concerning this study, is a rather complicated
discipline. It has recently expanded so much that organisations employ a specific person to
handle only Information Security issues [4]. Figure 1 presents the relationship between the
disciplines, and positions Information Security Governance within the bigger structure. All
three governance types are crucial to a successfully implemented Information Security
Governance structure, since all three governance types have some impact on the discipline.

Information
Technology
Governance

Corporate Governance

Figure 1: Corporate Governance consisting of a number of disciplines [6]

1.3 — Best Practice Documents as Corner Stone of the Information Security Governance
Model

The study focuses on seven best practice documents, standards, guideline documents and
legal documents in the various governance disciplines. These documents are all highly
regarded and often used by Information Security Governance references studied in the
literature review [2]. The documents were chosen as representative of the identified
disciplines, balancing the content with regard to all possible key elements. These seven
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documents are the King Il Report, Sarbanes Oxley (SOX) and OECD from the Corporate
Governance discipline, COBIT 3 and ITIL from the Information Technology discipline, and
ISO 17799 and the Standard of Good Practice for Information Security from the
Information Security Governance discipline.

According to research done in Australia [5], Information Security Governance best
practice documents are greatly under utilised and the use of these documents needs promotion
worldwide. The thorough implementation of the proposed best practice driven model
addresses this problem. The application of such documents can promote organisational
competitiveness and innovation. It can assist greatly in the day-to-day running of the
organisation on strategic, management and technical level [6].

2. Objectives

Many governance models exist that are applicable to Information Security Governance.
Equally, similar models exist for other disciplines related to Information Security
Governance [7]. However, there is no model developed solely for Information Security
Governance or any model that base on various acknowledged best practice and related
documents [8]. Without the implementation of such guidelines, organisations may lack the
needed competitive advantage to succeed in the corporate environment.

The objectives of this research is to develop a holistic Information Security Governance
model anchored in various available best practices and related documents for Corporate
Governance, Information Technology Governance and Information Security Governance.
This includes the mapping of the governance disciplines to these best practice documents.
The use of this holistic model may ultimately improve the Information Security of the
organisation. The reality of this lack of a comprehensive model leads to the problem
statement.

3. Methodology

The research methodology is structured to add value to the Information Security Governance
discipline by filling an existing void. The study is qualitative in nature and essentially divides
into two distinct components: a literature review and the application of the findings from
literature in the development of a model for practical implementation.

The majority of the study is a literature research of the selected best practice and related
documents regarding Corporate Governance, Information Technology Governance and
Information Security Governance. Due to time limitations, this study does not concern the
empirical evidence of why organisations in the industry do not commonly implement best
practice documents. The study is set on the assumption that organisations are more likely
to implement a single, comprehensive model to ensure Information Security Governance
and the related governance disciplines, rather than spend time implementing multiple
models to ensure full coverage of all the different aspects.

4. Technology Description

Information Security Governance is a key factor in Information Security. It literally means
governing the security of information, and is worthless if the organisation does not apply
the principles or monitor the compliance. Without Information Security Governance, an
organisation has no guarantee of any long-term success. Properly implemented Information
Security adds several advantages to an organisation:

e emerging technologies, such as anomaly detection

e the regulatory nature of the discipline

e an increasingly mobile workplace and world [9]
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A number of states and regulatory bodies have tried to either create their own Information
Security policies [10], or implement existing policies, but none of these implementations
was sufficient [11]. None of the individual documents is comprehensive enough regarding
the Information Security Governance guidelines. The general outcome was persistent
problems regarding implementation and compliance, and a negative attitude towards the
discriminatory nature of inconsistent information systems [12]. To counter these problems,
the respective documents should combine to produce an inclusive Information Security
Governance implementation guide.

5. Developments

The proposed best practice driven model needs to be comprehensive in nature to ensure its
adoption into the Information Security industry. Therefore, it is necessary to identify a
number of key elements or drivers, as presented by the model’s first draft in Figure 2.

Based on in-depth analysis and scrutiny performed, these elements represent the best
practice driven Information Security Governance model truly. In the research process, nine
drivers were identified from the Corporate Governance best practice and related documents
studied, seven drivers from the Information Technology Governance best practice and
related documents and fifteen drivers from the Information Security Governance best
practice and related documents. Figure 2 shows the 31 identified drivers [13].

Each of the seven Governance based best practice documents, mentioned in Section 1,
was also individually analysed and its inclusion in the best practice driven Information
Security Governance model scrutinised. The documents each add a number of drivers to
the proposed best practice driven Information Security Governance model. Therefore, by
combining elements from a variety of documents, the model guarantees the best guidelines
from a variety of discipline leaders, and not only the guidelines from one document. A
combined document would also cut out the problem for security managers who do not
know which document to implement. Information Security Officers need not decide on
a single document anymore, since this study presents an effective combination of
documents to implement for an ideal Information Security Governance environment.

6. Results

Extracts from each of the seven documents can be put together to form the foundation of
the Information Security Governance best practice driven model. By exploring each of these
individual drivers, a number of relationships and correlations were discovered between the
various drivers.

In order to present a complete best practice driven Information Security Governance
model, the 31 drivers are scrutinised exhaustively regarding content, origin and possible
implication, to eliminate duplication of drivers. After this process, the research proposes
nineteen drivers as the main components of the best practice driven Information Security
Governance model, as presented in Figure 3 [13]. Due to the lengthy, technical nature of
this elimination process, it is not covered in this article.

This final model for best practice driven Information Security Governance ensures that
an implementing organisation covers all aspects of all the different organisational levels. It
further ensures that organisations know beforehand what the associated risks are with a
specific course of action. Once the model is structured and properly defined, it should be
easy for anyone using the model to implement these units of knowledge.

Organisations should address all nineteen identified drivers (refer to Figure 3) to ensure
complete Information Security Governance. In the Information Technology society, there
is a possibility that a single Information Security incident, caused by a single organisation,
can affect the entire society and economy. For that reason, each individual organisation
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should ensure its own Information Security and Information Security Governance to fulfil
its responsibility as a member of the Information Technology society [15].

Best practice driven Information Security Governance model
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Figure 2: Drivers identified from various governance documents, utilised in the proposed structure for a best
practice driven model for Information Security Governance [11]

Some of the best practice documents used as foundation for this study contains most of
the nineteen identified drivers. However, the proposed best practice driven Information
Security Governance model suggests a more in-depth evaluation of these drivers.
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By implementing the best practice driven Information Security Governance model, an
organisation is sure to cover more Information Security Governance aspects than allowed
with the originally identified informal Information Security Governance model. It can thus
be argued that the implementation of single best practice documents is not comprehensive
enough to ensure successful Information Security Governance.

A best practice driven Information Security Governance model
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Figure 3: Reviewed best practice driven Information Security Governance model [11]

In the majority of aspects considered, the best practice driven Information Security
Governance model proved to be more equipped to lead any organisation towards Information
Security Governance harmony. With the development of this model, organisations are more
likely to implement Information Security Governance successfully. The proposed model is
composed of drivers that cover the entire spectrum of Information Security aspects, as
identified from the literature review.
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7. Business Benefits

Properly implemented Information Security has many advantages. The most prominent
advantages are emerging technologies, an increasingly mobile workplace and world, and
the regulatory nature of the discipline [12].

From an organisation’s point of view, information is an invaluable business tool and thus
needs protection just like any other corporate asset. In order to do this an infrastructure is
needed to support Information Security, comprising networks, systems and functions that
assist in managing and governing information assets [13]. Security application is often a
daunting task that requires a huge amount of persistence and perseverance. However, when
an organisation overcomes the associated barriers, organisations can focus on reducing the
potential for loss, protecting and enhancing business value, and creating competitive
advantage [17].

The underlying study [13] has pointed out the dire need for Information Security
Governance. Since the risk that a specific Information Security incident will occur is not
always obvious, it is difficult for an organisation to invest time and money in Information
Security Governance. This Information Security Governance model should therefore be
extensive enough to include all possible security scenarios. This should enable any
implementing organisation to prevent or indirectly mediate the occurrence of fraud within its
perimeters.

Section 2 states that the objective of the research study is to provide an Information
Security Governance model of the best practice and related documents. Since this model
combines drivers from the Corporate Governance, Information Technology Governance and
Information Security Governance disciplines, it can be expected that the Information Security
Governance model will inherit a number of the respective best practice and related
documents’ benefits and advantages, such as uniting the views of customers, employees and
suppliers in developing the organisation’s strategy [18]. These inherited benefits add enormous
value to both the best practice model and the Information Security Governance discipline.

Furthermore, since the purpose of this model is to serve as an aid to both technicians and
management involved in the Information Security structure, an implementing organisation
can expect to generate the best possible scenario by combining the experiences of a variety
of seasoned professionals. Lastly, the convenience of a single document is a very satisfying
advantage of implementing the best practice driven Information Security Governance model.

8. Conclusions

This research study addresses the lack of a comprehensive Information Security
Governance model based on more than one acknowledged best practice and related
documents. In an attempt to solve this problem, the study focused on developing a single
model combining all the attributes and advantages of a number of identified best practice
related documents.

Since the literature study reveals that the use of a single best practice document in the
realisation of Information Security Governance is inadequate, the methodology involved an
in-depth inter-disciplinary research analysis to allow for the comprehensive implementation
thereof. The aim was to identify a number of key elements from various best practice and
related documents that can add value to an Information Security Governance model. These
elements were refined and applied on an Information Security Governance platform, to
constitute a single holistic model with nineteen elements.

This proposed model is applicable to all organisations, irrespective of size, culture or
domain. It combines aspects of Corporate Governance, Information Technology Governance
and Information Security Governance to contribute to the successful and secured use of
information by any organisation.
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Due to the dynamic nature and quick advances in the relevant disciplines, it is necessary
to keep a close eye on new developments. By updating the best practice driven Information
Security Governance model on a regular basis, the model can remain relevant for many
years. The first major revision anticipated for the Information Security Governance model,
is to include best practice documents for the Digital Forensic Governance discipline, a
relatively new, undiscovered genre. Additionally a detailed comparison may follow between
this best practice driven Information Security Governance model, and other recently
developed models, such as the model framework presented by the Corporate Governance
Task Force [7].

The methodology results in a purely theoretical model of the ultimate implementation of
Information Security Governance. For logistical reasons, no organisations are presently
implementing the model, but an interactive user guidance document can assist organisations
in understanding the model, and accordingly implementing it. Both management and
technical level employees can use the model as a checklist of components to address to
ensure Information Security Governance in any type of organisation. Alternatively,
organisations can map their own security policies on the best practice driven Information
Security Governance model to identify security areas that needs more attention.
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