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Abstract

The ongoing push for the 4th industrial
revolution is setting the stage to digitise, persist
and verify identity along with credentials.
Academic and skills credentials are currently
verified manually and have much scope for
automation using cryptographic techniques but
requires standardisation to facilitate future
systems interoperability. The Distributed Ledger
Technology (DLT) and World Wide Web
Consortium (W3C) Verifiable Credentials (VC)
standards presents the possibility to achieve this
credential verification automation. To
accomplish this, an understanding of various
DLTs and requirements for a viable skills
tracking system is important. Therefore, this
research aims to access the selected DLTs
against the assessment criterion presented and an
analysis has been completed to determine which
DLT is suitable for the proposed system. The
DLTs are assessed in terms of their ability to
support the rapid prototyping of such a system
and provide recommendations to guide a future
development path from the perspective of
standards compliance. We conclude that few
DLTs possess the maturity to provide proper
requirements coverage due to the emergent
nature of the DLT space. Additionally, this paper
presents the high-level requirements to achieve a
minimally viable solution that can demonstrate
such digital credential verification in the
academic and skills tracking context.
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1. Introduction

The current system to verify qualifications in
South Africa (SA) is known as the South African
Qualifications Authority (SAQA) verification
service, where all achieved qualifications are
stored in the National Learners’ Records
Database (NLRD) (Ntshangase & Msosa, 2022).
This is a centrally hosted database that will
require some changes to improve the efficiency
of their current verification process. A key
challenge listed in their strategic plan for
2020/21 — 2024/25 is financial sustainability due
to the current system having too many manual
elements: “Many of our processes are manual,
outdated, and time-consuming. With adequate
resources, SAQA can automate and streamline
its processes; employ artificial intelligence to
repetitive processes where necessary; improve
productivity; and develop innovative solutions to
complex problems” (South African
Qualifications Authority (SAQA), 2019).

From a security perspective, there are societal
issues related to unethical human behaviour that
technology will not solve (Schneier, 2019). For
example, adopting the World Wide Web
Consortium  (W3C) Decentralised Identifier
(DID) and Verifiable Credentials (VC) standards
could give the current system the ability to
identify, track and audit all system actors, but it
cannot identify malicious actors that issue
fraudulently signed credentials. There have been
innovations in cryptographic threshold signatures
that could improve the situation (Sonnino et al.,
2018) and disincentivise unethical behaviour or
impersonation by requiring a threshold number
of actors from a quorum to jointly authorise
academic credential issuers such as universities.
This quorum of signatures could represent
authoritative entities from across the world, or
from within the country that acts as the
Accreditation Authority (AA) (Gréather et al.,
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2018) to prevent lone bad actors from

compromising the system’s integrity.

From an efficiency perspective, there could be
much to gain when adopting the mentioned W3C
standards and associated technologies to
streamline administrative overhead as it becomes
automated through cryptographic signature
verification, and also fosters the move towards
self-sovereign identity (Bai, 2022). By
additionally adopting a Distributed Ledger
Technology (DLT), a temporal immutable
history of events and attestations about
credentials (DID documents) and actors (DIDs)
can be persistently timestamped and proven
without a trusted third party or central authority.
The decentralized aspect of DLT provides a
means of redundant storage of timestamped
credential attestations that cannot be mutated by
anyone except the owner of the attestation. In
addition, a form of Content Addressable Storage
(CAS) could be used to also persist the credential
information (apart from the attestation metadata).
This is to mitigate the risk of the learner or
subject from losing their credential document
and, to alleviate NLRD system administration
and maintenance efforts.

The job markets in both SA and the United States
(US) are encountering various challenges and
there seems to be a push to create newer types of
digital credentials at the risk of credential
proliferation (Hurder, 2020). This research
assumes that mechanisms are in place to prevent
this proliferation and rather focuses on the
selection and use of emerging technologies and
standards to assist institutions such as SAQA in
reducing their operational costs and to facilitate
future interoperability. The latest South African
data, from 2014, shows that there were
approximately 600  foreign  qualification
verifications per day, and an average of 222,410
local NLRD visits or queries per month (Bolton,
2017), and it is indicated that these queries are
related to qualification verifications. In 2016,
another qualifications verification entity, the
Managed Integrity Evaluation (MIE), also
verified 8500 qualifications on average per
month (Parliamentary Monitoring Group, 2016).
If we assume that these numbers can be added
together to ballpark estimate the DLT back-end
requirements for verifications per second, we
arrive at ((222410 + 8500) * 12 = 365) + 600 =
8192 verifications required per day (which is the
assumption our proposed solution is based on).

According to the Higher Education Management
Information (HEMIS) 2017 data, there are an
additional 190, 000 thousand tertiary graduates
each year in SA that need to be registered or
190000=365 = 520 per day. All this registration
and verification could be streamlined by
cryptographic verification with a decentralised,
persistent identity.

The difficult task at hand, however, becomes the
proper selection of the technologies in question
that would provide adequate  security,
performance, capability, and scalability to
achieve such a solution. This is challenging due
to the disruptive, emerging, and ever-changing
nature of the DLT space. Therefore, this research
aims to assess various technologies to answer
various questions and gain insight towards
selecting a credential and skills tracking system
using DLT technologies and accompanying
technologies. These technologies can support
commercialisation at scale, whilst also
complying with the emerging W3C VC and DID
standards, the General Data Protection
Regulation (GDPR) (as we aim for an
internationally recognizable system) and the
South African Protection of Personal Information
Act (POPIA). These standards then act as a
selection filter as there are far too many DLT
projects to review that do not consider
standardization and future interoperability.

The remainder of the paper is structured as
follows: Section 2 briefly outlines the method
and reasoning behind the selection. Section 3
provides a summary of each of the candidate
DLTs related to their ability or inability to satisfy
the assessment criteria. Section 4 provides a
summary of analysis after the assessment.
Section 5 elicits some important requirements
necessary for a minimally viable credential
tracking solution, and thus present the proposed
system requirements. Finally, Section 6
concludes the study.

2. Method

The first requirement for credential verification
is to have a means of identifying stakeholders
within the skills and credential tracking system.
Thus, the DLT selection and assessment process
starts off from the perspective of the W3C DID
and VC standards, particularly focussing on the
DID method registry (Draft Community Group,
2019). The registry lists all the development
entities that have defined or implemented a DID



method. In summary, we view the candidate or
selected DLTs through the lens of the available
DID methods. To identify suitable DLT
technology candidates in terms of developer
adoption, the registry list was sorted by the DLTs
that can host the most amount of different DID
method implementations. Therefore, the process
of selecting DLTs is based on a non-probability
sampling method (which was adopted because
there are various DLTs, and it limits the scope to
a manageable sample size). The DLTs that
support the most DID method implementations
are  Ethereum, Hedera Hashgraph and
Hyperledger Indy. Below is a list of all the
selected DLTs and the reasons for their selection:
e Ethereum, because of the
aforementioned developer community
adoption due to it supporting nine DID
methods.
o Hedera Hashgraph, because it supports
two DID methods, placing it in second

place regarding developer adoption
related to standardisation.
o Hyperledger Indy (a.k.a. Sovrin),

because it is specifically intended for the
standard W3C DID and VCs.

e HoloChain, due to its application- or
agent-centric, nonblockchain (non-data-
centric) approach, which might scale
better than data-centric approaches.

e Inter-Planetary File System (IPFS),
because it focuses on storage rather than
a blockchain, since credentials contained
in DID Documents need to be persisted.

e Factom, because it focuses on
generically  registering any  asset
(credentials, property etc.) which aims
towards broader prototype context
expansion.

e IOTA, because it is fee-less and has low-
resource requirements nature (Bhandary
et al.,, 2020) since it focusses on the
Internet of Things (10T) context.

To assess these selected DLT technologies and to
ease support of the initial prototyping phase and
achieve a minimal viable solution, the following
Assessment Criteria (AC) was followed:

e AC-1: Does it support a threshold
signature scheme where a subset of the
credential issuer quorum can
cryptographically authorise institutions
to issue credentials?

e AC-2: Scalability in terms of
transactions per second? Even though the
scalability requirements for this context
are low, the public utility nature of DLTs
could cause the tragedy of the commons
where others overuse the system, causing
it to become slow.

e AC-3: How many active addresses there
are to indicate developer community and
public adoption?

e AC-4: Are there documentation
examples that illustrate DID document
usage to sketch an idea of DID method
maturity?

e AC-5: Does it feature encrypted DID
document storage as well, or does it only
store hashes of DID documents on a
ledger?

e AC-6: Does it have a test or mock-setup
for development purposes to avoid
paying token costs during testing?

To address these questions, an analysis is
performed against the 7 selected DLTs and the
results are depicted in section 4.

3. DLT Technologies

This section provides details about the DLT
technologies selected in section 2 for the
assessment.

3.1. Ethereum

Ethereum is a permissionless, opensource
blockchain that features multiple consensus
mechanisms and is open to anyone who wishes
to participate in its ecosystem. Due to the
complexity, measuring the throughput and
latency of such a network is difficult as this
metric is a function of many parameters and
variables along with multiple consensus
mechanisms. A best-case scenario experiment
from a formal analysis by (Schaffer et al., 2019)
which centralises the network to one node,
indicates: “Our experiments show that with a
block period of 1s, a block size large enough to
fit 1 000 transactions into the block, an Amazon
Web Services (AWS) Elastic Compute Cloud
(EC2) instance of type c5.4xlarge, and a network
of a single node, the throughput can be as high
as 328 transactions per second (tps) on
average”. From  practical measurements,
Ethereum can currently process approximately
15tps (Rankhambe & Khanuja, 2019) which
might be problematic if decentralized application



development gains momentum and, because of
the many non-native tokens that are hosted on
the Ethereum platform. However, it seems that
progress has been made considering Ethereum
Improvement Proposal (EIP) #2028, which will
provide 9000tps when executing smart contracts
and 18,000tps for regular ledger transaction
verifications, according to a recent
announcement (Dalvit, 2020).

For the period from January 2018 to July 2020,
the approximate median of the number of active
Ethereum addresses were 500,000 (Bitinfocharts,
2020). Ethereum is also the second biggest
market cap platform, which should count in its
favour in terms of community. This, in
conjunction with the 9 DID method
implementations supported by the Ethereum
platform, ranks it first for prototype development
purposes. Although the did:signor DID method
is listed as being capable of running on nine
different DLTs, no additional documentation or
examples were found, thus showing lack of
documentation. As of July 2020, there are only
two Ethereum associated DID methods that stood
out in terms of documentation maturity along
with privacy and security considerations, namely,
did:jolo and did:selfkey by jolocom.io (Jolocom,
2019) and selfkey.org (SelfKey, 2017)
respectively. These two Self Sovereign Identity
(SSI) solutions also aim for GDPR compliance
and user-centric data and identity control and
provide technical detail encapsulations with
open-sourced software libraries. SelfKey is an
SSI ecosystem that uses Ethereum as their DID
persistence mechanism, but stores credential DID
documents on the user’s device with more
options for DID document storage planned for
future development, including integration with a
Trezor hardware wallet to secure private keys
(SelfKey, 2017). Jolocom is an SSI protocol that
also uses Ethereum as its DLT for timestamping
attestations and provides DID document
persistence via the IPFS CAS as their DID
document storage mechanism, which is the same
format used to store academic credentials for this
solution context. They feature a flexible design
with future additions planned to choose different
DID document storage back-ends along with loT
device identity management. The white-paper
has a better focus on VCs where they aim to
satisfy all of Christopher Allen’s SSI
requirements and also have proper VC and DID
documentation examples (Jolocom, 2020). The
ten requirements for SSI stipulated by

Christopher are: user centricity, control, access,
transparency, longevity, portability,
interoperability, consent, minimized data
disclosure, and protection (Allen, 2020).

3.2. Hedera Hashgraph

Hedera Hashgraph is a permissioned DLT with
12 nodes spread out predominantly across the US
and Europe as of July 2020 (DragonGlass, 2020).
Depending on the number of nodes, geographical
regions and transaction size, Hashgraph’s
throughput varies from 4,000 to 250,000tps with
a latency variation of 20 to 0.04 seconds (Baird
& Luykx, 2020). It shows real-world practical
use but, in the permissioned setting where nodes
are hosted by trusted entities and enrolled
through a more formal process. As of 30 July
2020 there were 41,515 active accounts and
217,825,175 transactions processed since 17
August 2019, equating to an average usage of
7.25tps concerning its current real-world
throughput demand (DragonGlass, 2020).

The Hashgraph did:hedera  method s
accompanied by many guides (Hashgraph,
2020c)(Hashgraph, 2020a)(Hashgraph, 2020d)
and software examples. It is intended to enable
the developer to have granular configurability
and flexibility regarding their application at the
cost of more development or prototyping
overhead. The Hashgraph ecosystem features the
Hedera Consensus Service (HCS) for token
transactions and timestamping of DID associated
attestations and includes an integrated Hedera
File Service (HFS) to store credentials in DID
document format. Application actors can
communicate by sending authenticated messages
over the HCS in DID document format. All DID
documents can be encrypted or unencrypted and
allows access control per business application
where the servers that host the business
application network are registered in an address
book which resides in the HFS of the Hashgraph
DLT (Hashgraph, 2020b).

DIDs and verifiable credential DID documents
can be submitted to a topic identifier and
consequently grouped per business application.
DID topic access can be controlled by signatures
which also support threshold signatures
(Hashgraph, 2020b). These signatures achieve a
core requirement for the academic AA
mentioned in section 5.



3.3. Hyperledger Indy / Sovrin
Hyperledger Indy is a permissioned DLT which
is specifically designed for the SSI DID and VC
use case, and was pioneered by the Sovrin
Foundation (Li et al., 2020). Their DID method
is referred to as did:sov. Hyperledger Indy uses
the Plenum Redundant Byzantine Fault-Tolerant
(RBFT) (Hyperledger Architecture Working
Group (WG), 1985) which is based on Practical
Byzantine Fault-Tolerant (PBFT) (Castro &
Liskov, 2002). It applies redundant instances of
the protocol to prevent faulty or malicious nodes
from degrading the system’s performance. NO
studies were found that measure and analyse the
throughput of Indy’s Plenum RBFT, but it is
suspected it could be lower than PBFT’s 1025tps
(Hao et al.,, 2018) due to its additional
redundancy that should theoretically trade-off
efficiency. Additionally, no details regarding
how many DIDs or active addresses there are on
the Hyperledger Indy DLT were found, but there
seems to be corporate adoption according to
(Gubler, 2019). In terms of documentation, their
documentation is scattered across various
domains making it difficult to discern which
sources of information to trust and how to
structure one’s learning experience as there is
much information redundancy as follows:

o wiki.hyperledger.org/display/indy/Docu

mentation+Index

o wiki.hyperledger.org/display/indy/Hyper
ledger+Indy
github.com/hyperledger/indy-node
github.com/hyperledger/indy-plenum
github.com/hyperledger/indy-crypto
github.com/hyperledger/indy-sdk
github.com/hyperledger/indy-hipe
readthedocs.org/projects/indy-hipe
indy.readthedocs.io
sovrin.org

There has, however, been a proposal to improve
their documentation as described in Chapter 17
of their Indy Project  Enhancements
Documentation (Hardman et al., 2019) to:

1. “Make better documentation that helps
users and contributors to more easily
understand, use, and contribute to our
code.”

2. “Help maintainers eliminate duplicated
or deprecated content and give everyone
a way to efficiently index and search all
our documentation across all our
repositories.”

3. “Provide new users a clear path on how
to implement the Indy code within their
projects, driving adoption of the project
and lowering developer burnout.”

There is an extensive walk-through on how to
use their higher level VC exchange library
named Libvex (Kulic, 2019). Hyperledger
provides tutorials for various programming
languages in the Hyperledger Indy Software
Development Kit (SDK) documentation that
provides granular steps to follow to start
developing, but the tutorials were difficult to
interpret. A better approach would have been to
present a fully working example repository per
language with code comments instead of links to
individual source files that are wrapped in
markdown (Boyd, 2019). Although, this might
have been done to reduce documentation efforts
on their side. From Chapter 5 of the Indy Project
Enhancements Documentation (Hardman et al.,
2019), Hyperledger Indy aims to wrap a secret
encryption layer around a pluggable storage layer
to enable various options for information or DID
document storage. However, there seems to be
only one storage mechanism, namely RockDB
that is used to store credential data (Boyd &
Bakov, 2019).

3.4. Inter-Planetary File System (IPFS)

IPFS is a CAS protocol designed to create a
permanent, decentralised method of data storage
and distribution or sharing, without requiring
mutual trust between nodes. IPFS aims to
transform the Internet from being a location-
based to being a content-based distributed file
network and offers the following properties:

e Eliminating the Hypertext Transfer
Protocol (HTTP) problem of broken
links as an address will always point to
the same content added to the IPFS
network, because even a slight change in
the content will result in a different
address.

e Providing censorship resistance
considering that web content is not
dependent on a single entity.

IPFS has been widely advertised as the new
“permanent web ”, which refers to the permanent
reference of the content to which an IPFS
address points. Frequently, IPFS is combined
with blockchains to store off-chain the actual
files while maintaining in the blockchain only the
hash-based pointers (or timestamped attestations)



to those files (Politou et al.,, 2020). IPFS
synthesises innovative ideas from prior peer-to-
peer (P2P) systems, including:

o Distributed Hash Table (DHT) as
implemented in the Kademlia protocol
for the coordination and maintaining of
metadata (Politou et al., 2020).

e BitTorrent inspired communication
protocol, BitSwap, to coordinate
networks of untrusting peers (swarms) to
cooperate in distributing pieces of files
to each other (Cohen, 2003).

e Version Control Systems (Git) for
supporting file versioning and efficient
distribution (Politou et al., 2020).

o Self-certifying File System (SFS)
technique for server authentication and
to establish a secure communication
channel to remote file systems (Politou
et al., 2020).

The IPFS DID method (did:ipid) supports DIDs
on the public and private IPFS networks. It
utilises the Interplanetary Linked Data (IPLD)
suite, which is a set of tools for describing links
(represented in JavaScript Object Notation
(JSON)) between content-addressed data, such
as IPFS files, Git commits, or Ethereum blocks
(libp2p, 2020a). To achieve this, IPLD depends
on Content Identifiers (CIDs) for content
addressing which is a self-describing, flexible,
and an interoperable way of expressing
cryptographic hashes. It utilises various multi-
formats to accomplish a flexible self-description,
namely multi-hash for hashes, multicodec for
data content types, and multi-base to represent
the base encoding of the CIDs itself (IPFS,
2018). The did:ipid DID method also utilises the
Inter-Planetary Name System (IPNS) for creating
and updating mutable links to IPFS content. The
method has minimalistic design goals; a DID
trust anchor based on the IPFS and Libp2p
protocol (a framework and suite of protocols for
building peer-to-peer network applications). A
repository  exists containing the libp2p
specifications that are independent of language
or implementation, including wire protocols,
addressing conventions, and other ‘“network
level”  concerns  (libp2p,  2020b). The
specifications repository serves as a coordination
point and a venue to drive future developments
in libp2p. Today, implementations of libp2p exist
in several languages, with varying degrees of
completeness, and the most complete

implementations are in Go and JavaScript, with
Rust support maturing rapidly. The community is
actively working on implementations in python
and the Java Virtual Machine (JVM) via Kotlin
(libp2p, 2020a). To further enhance security,
blockchains and other DLTs could be utilised to
anchor the artefacts of the DID method (IPFS,
2018). Currently, asymmetric cryptographic
primitives, Rivest-Shamir—Adleman (RSA) and
Edwards Elliptic Curve 25519 (Ed25519) are
supported, and there are plans to support the
elliptic curve used in Bitcoin namely, secp256Kk1.

3.5.10TA

IOTA is a DLT that permits hosts in a network to
transfer immutable data among each other. It is
designed for the loT industry, which provides
secure communications and payments between
IoT devices (Foundation, 2020). IOTA’s
underlying consensus protocol is Tangle, a
consensus-building data structure made of a
Directed Acyclic Graph (DAG). In the IOTA
DAG, graph vertices represent transactions and
edges represent approvals. Publishing a
transaction in IOTA requires linking a new
transaction to any two previous transactions and
validating their transaction data. This approach
addresses two major issues presented by
traditional blockchain-based DLTSs, i.e., latency
and fees. IOTA offers fast validation, and no fees
are required to add a transaction to the tangle. All
participants in the network play the same role of
issuing and validating transactions and are
equally responsible for the consensus (unlike
other blockchains where miners are required to
validate transactions). Therefore, the cost of a
transaction involves only the computational cost
of validating two other transactions (Silvano &
Marcelino, 2020). IOTA has a throughput of
1500tps with a 1-5minutes or longer transaction
time (Foundation, 2020).

IOTA offers Masked Authenticated Messaging
(MAM), a communication protocol that includes
the functionality to emit and access an encrypted
data stream over their Tangle consensus protocol
(Zichichi et al., 2020). These streams assume the
form of channels, i.e., a linked list of ordered
transactions. Once a channel is created, only the
owner can publish encrypted messages on it and
users in possession of the MAM channel
encryption key are authorized to decode the
message. MAM also enables users to subscribe
and follow a stream of data, generated by some
device (Zichichi et al., 2020). The TanglelD DID



method referred to as did:tangle is intended to
implement DIDs and DID documents whilst
optimising MAM for key management and
related features across the Tangle. The owner of
seed in MAM can create a channel structure to
transfer the messages. TanglelD stores and
manages corresponding DID documents on the
MAM channels, and uses the initial channel-id as
the DID’s idstring, whereby each revision of the
DID document is recorded on the message of the
endpoint afterwards (Su & Wei, 2019).
Currently, it can support either Tangle on
Mainnet or Tangle on Devnet. There is also a
possibility of building on top of Bee (an IOTA
Control agenT (ICT)), as long as the interfacing
module is complete and a repository is available
for further details (Bee, 2020). To create a
unique tangle DID, an initial channel needs to be
generated with a Merkle-tree signature scheme
on top of Winternitz onetime signatures (Su &
Wei, 2019).

3.6. Holochain

Holochain is an alternative approach to
blockchain and is an open-source framework
used to build distributed applications in a P2P
network (Holochain, 2020a). Similar to IPFS, it
uses a combination of technological techniques
(DHT, Gitbased content versioning, digital
signatures, peer validation and a gossip protocol)
to retrieve and manage its distributed storage.
Holochain maintains substantial storage space
and network bandwidth, making the system more
scalable than a blockchain. This is achieved
because Holochain requires each peer to keep its
own data within its local storage and each peer is
not required to synchronise its own data with all
peers in the network (Frahat et al., 2019).
Nevertheless, some nodes are responsible for
backups to ensure that data is available in case
the owner of the data goes offline. Considering
the speed of retrieving data, the DHT technique
used by Holochain speeds up retrieving data
since the data processing is distributed between
multiple peers participating in the network
(HOLO, 2018). Holochain is not dependent on a
global leader consensus, thus limiting the use of
computing power (Janjua et al., 2020).

The Holochain did:holo method provides
examples to assist developers with prototyping
and provides details on how to ensure privacy
and data security. To run a Create, Read, Update,
Delete (CRUD) operation, one must set up local
DeepKey instance (How to Setup DeepKey on

Multiple Devices, 2020) and make Application
Programming Interface (API) calls to a
Holochain conductor as documented in their
developer documentation (Holochain, 2020b).
Holochain is a lightweight P2P framework with
improved performance characteristics than a
“traditional” blockchain, i.e., Bitcoin or
Ethereum. A write operation to Holochain’s
DHT takes less than 2 seconds to be accepted
whilst key generation takes about 15 seconds
(Ulahanna et al., 2019). Unlike most blockchain-
based or blockchain-derived projects, Holochain
does not have a set tps because it does not have a
central point through which all transactions must
pass. Instead, Holochain is a generalized protocol
for distributed computing with  limitless
scalability (Forum, 2019).

3.7. Factom

The Factom blockchain is a decentralised
publication protocol for building record systems
that are immutable and independently verifiable.
Factom is built to house data, it exists as a layer
above Bitcoin and Ethereum blockchains, and
anchors into both every ten minutes. In theory,
an attacker would have to compromise Factom,
Bitcoin, and Ethereum all at the same time to
alter the records, which might be nearly
impossible (West, 2020). The cost of using the
Factom protocol is a fixed $0.001 per kilobyte
(KB) entry and unlike other blockchains, block
size is unlimited. Like most other blockchains,
Factom does not have the limitation to store
everything within a transaction context.
According to the Factom real-time explorer, all
chains, entries, and transactions are caught up
within 1-2 seconds, meaning one need not wait
for block confirmation, you can see or share your
transactions or data entries instantly after
submission to the network. Factom employs a
dual-token mechanism which further protects
data integrity, and these are:

e Factoids (FCT) - coins that are used to
decentralise the network and prevent
spam by users. They carry a variable
value in relation to the U.S. dollar. They
are rewarded to the platform’s Authority
Node Operators (ANOs) in return for
running the protocol’s servers and
validating new data blocks.

e Entry Credits (EC) - carry a fixed price
of one-tenth of a U.S. Penny ($.001) and
can be purchased by organisations, in
return for storage space on the system.
One EC allows an entity to write up to



1KB of data to the blockchain. They
have no monetary value and can be
purchased with Factoids or with any
currency, but only through the Factoid
platform (Platform, 2020). Entry Credits
are non-transferable and are assigned to
one public key on the chain. Therefore,

organisations can  overcome any
stipulations  against  holding  or
transacting in cryptocurrencies.

The Factom DID method referred to as

did:factom describes the low-level data structures
and rules for DIDs, DID documents, resolution
and registration on Factom itself. Currently, it
only supports Factom “mainnet” and “testnet”,
but can be extended to support any number of
public or private Factom networks (LLC et al.,
2019). This method provides concise examples
for DID documents; however, no documentation
exists for implementations. The fixed low price
data entry means that DIDs also have a fixed low
price on Factom. DIDs are primed to become the
standard identity solution on top of the Factom
protocol, mostly replacing the native identities
and replacing the so-called node or server
identities that are in place today on the Factom
blockchain.

4. Analysis

This section provides a concise analysis based on
the above discussed DLT technologies. From
understanding the technologies, we can now
compare all the assessed technologies and find
the most suitable by comparing them against the
stipulated criteria. During this qualitative
assessment, it was observed that all the DLT
technology candidates feature a test or mock
setup, usually in the form of a test-net or dev-net
to avoid paying unintended testing and
prototyping costs. This is assessment criteria
(AC-6) presented in section 2 and the results are
depicted in Table I. The remainder of the criteria
are listed in Table I where a “..” indicates a non-
definitive “No0”, as no information could be
found related to this criterion. Where there was
definitive information indicating the lack of a
particular criterion, a “N0” is presented in the
table. A “Yes” indicates the satisfaction of a
criterion associated with a particular DID method
and DLT.

Table 1. DLT Assessment Criteria Measurement

Matrix
DLT/DID AC- AC-2 AC- | AC- | AC- | AC
Method 1 3 4 5 -6
did:jolo . . Yes | Yes | Yes | Yes
did:selfkey: | .. . Yes | Yes | .. Yes
did:hedera Yes | Yes . Yes | Yes | Yes
Yes
did:sov (cor Yes | .. Yes
pora
te)
No
(Huan
did:ipid " get . . . Yes
al.,
2020)
did:tangle . . . . Yes | Yes
did:holo . Yes . . Yes | Yes
did:factom . . . . . Yes

Out of the seven selected DLT technologies,
Table | shows that, when compared against the
assessment criteria presented in section 2
(consisting of six criterion), only Hedera
Hashgraph meets five of the requirements. The
other technologies, mostly fall under the
undefined category “..”. However, because we
aim to build the system now, the “undefined” is
treated as a “no” for this assessment. It is worth
noting that, because of the improvements
towards DLTs, some of the criterion might be
met soon. Thus, the most scalable candidate with
proper  quantitative  practical  scalability
measurements is Hedera Hashgraph, although, it
is more centralised due to its permissioned
network configuration.

The second candidate in terms of assessment
criteria satisfaction is Jolocom which uses IPFS
for DID document persistence and Ethereum as
DLT for attestation anchoring or timestamping.
Although it doesn’t have threshold signature
capabilities yet, it might support it by the time of
the development phase, and it will be monitored
going forward because it has good developer
documentation and examples. All the other DLTs
and DID method candidates seem to be lacking,
which indicates the new and emergent nature of
the DLT space and the inability for them to
satisfy the requirements to be outlined in Section
5 in their current state, particularly for rapid
prototyping purposes.

5. The proposed solution requirements

In this section, we define a conceptual proposed
solution  requirements that abstracts a
decentralised academic and skills credentialing




system. For this proposed system, we plan to
incorporate a DLT, W3C VC and DID standards.
This paper presented a DLT based assessment,
and with that, we can continue with the
development of the system. However, some
requirements for using the W3C standards needs
to be addressed, which is accomplished by this
section. More details about the standards, but not
the requirements for the intended system, are
provided in this paper (Pretorius et al., 2021).
There are three main players for the W3C VC
data model (issuer, holder and verifier) which are
depicted in Figure 1.

—Aa
(LT

Write 3 5 Read
ARy Verifiable Data Registry — CEEEEEEuRREEES li@

Trust
ISSUER VERIFIER

Digitally signs attestations

Packages ar

to holder requirements

Figure 1. W3C VC data model ecosystem
overview (Affinidi, 2021)

To consider what is needed for a minimally
viable credential tracking and verification
solution, we conducted research and collected
several requirements which are discussed in the
following sections. From (Gréther et al., 2018)
and (Gresch et al., 2019), it was established
through stakeholder engagements and interviews
with  certification  authorities  that the
requirements can be classified into three
predominant sections, namely: issuer-, verifier-
and holder or subject requirements. We refer to
these requirements in shorthand as Issuer
Requirements (IR), Verifier Requirements (VR)
and Holder Requirements (HR).

5.1. Issuers

Issuer requirements relate to the AA quorum of
size k and the certificate issuing entities such as
universities or online educators. The AA must
issue an accreditation credential to each
university or educator, and each educator then
issues the academic or skill-set achievement
credentials towards the learners. Only a to-be-
determined n of k signatures will be required to

Request proof, Verifies th,

dential issuer attestations satisfy

issue the accreditation credential towards
institutions. Below are the requirements:

e |IR-1: The system should allow only
accredited certificate issuers to generate
certificate credentials (Grather et al.,
2018) and (Gresch et al., 2019), and
enable them to search, browse as well as
list learner DIDs or issued credentials
and examination results associated with a
learning course (Gréther et al., 2018).

e [|IR-2: The solution should import
credential data and examination results
from, for example, the SAQA NLRD
(Gréther et al., 2018). The credentials
must be digitally signed using the issuer
private key and registered on a DLT
during the import phase. The credential
must be stored in a decentralized CAS
(Grather et al., 2018).

e IR-3: The solution should allow
certification authorities to queue, sign,
issue and  timestamp  credential

information in bulk, or one-by-one on a
DLT (Gréther et al., 2018).

e IR-4: The solution should allow
certification authorities to revoke the
credential certificate when plagiarism
was detected, or when the credential
expiry date has been reached (Gréather et
al., 2018).

5.2. Verifiers

Verifier requirements relate to entities such as
employers, job recruiters, SAQA and anyone
who wishes to verify a credential related to a
DID since all actors will require at least one DID
to participate in this system and these are the
requirements:

e VR-1: The solution must allow any
system actor (issuer, verifier, or subject)
to verify the authenticity of any
credential by looking up the timestamped
metadata on the DLT, as well as
verifying the cryptographic issuer and
holder digital signatures. The solution
should provide the ability to select and
gueue multiple credentials to be verified
in bulk (Gréther et al., 2018).

e VR-2: The verification process and
interface should be as automated as
possible and hide technical details
(Gresch et al., 2019).

5.3. Holders or Subjects



Holder requirements relate to both the distributed
CAS and learner (a.k.a. the subject) and puts the
learner in control of their data which is in
alignment with the GDPR requirements:

e HR-1. The solution must allow
credentials to contain an event list that
will notify a list of associated DIDs or
actors when certain credential access
events occur, e.g., credential expiry,
credential read- and verification events.
This notification list should be
configurable by the learner or subject,
which is also the holder. The credential
should also contain default notification
events to notify the issuer and learner
when the credential expires, unless it is a
permanent certificate (Grather et al,,

2018).
o HR-2: The solution must allow learners
to create, manage and share job

application portfolios with other DID
identified actors. This requirement seems
related to W3C verifiable presentations,
which should prevent anyone from
copying information from this view as it
is read-only information (Gréather et al.,
2018).

e HR-3: The solution must notify learners
when verifiers read or verify their
credentials after a credential or verifiable
presentation has been shared (Grather et
al., 2018). This could be accomplished
by maintaining credential stateful
metadata within a distributed and
encrypted CAS mechanism in the form
of another DID document.

With these requirements, we can then ensure that
the prototype is in line or meets all the stipulated
requirements for it to be accepted as a viable
solution. From the analysis, it was discovered
that from the eight selected DLTs, Hedera
Hashgraph was the most appropriate for the
intended system when compared against the
requirements. Therefore, it is worth noting that
Hedera Hashgraph also can satisfy prime
requirement IR-1 (built-in threshold signature
capability) above, and has proper documentation
and software development guides. However, it is
worth noting that some of the requirements can
only be tested during the implementation
process. The did:hedera DID method and
associated back-end is therefore our primary
candidate to realise this skills tracking and

credentialing solution and ensure that the above
mentioned requirements are met.

6. Conclusion and future work

In this paper, we focus on how DLT technologies
can be a key technology to enable academics and
skills credentialing, tracking and verification
system. Various DLT technologies have been
introduced over the years since inception. With
that, it is vital to choose a DLT technology that
meets the requirements of the proposed system.
Therefore, this paper provides an assessment of
DLT technologies that have been picked in a
non-probability sampling method. To
successfully conduct the assessment, the seven
selected DLTs were assessed against the
assessment criterion discussed in section 2.
Furthermore, the proposed solution is presented
which aims to utilise VCs, DIDs and W3C; and,
with that, certain requirements have been
discussed in section 5. These requirements go
into detail as to what is required for a viable
credentialing or skills tracking system. With the
proposed solution already in place, and results
from the assessment, the remaining thing is to
employ the selected DLT technology to develop
a demonstratable prototype. DLTs are gaining
momentum and new improvements are
introduced frequently. A baseline assessment for
a skills tracking system was presented, and there
is a possibility for change in future. Thus, it is
vital to remain updated with these improvements.
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